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o) (1)

(b) (3)-50 USC 403
(b) (3)-P.L. 86-36 B mm

{n esmsmiostions uuu.tm(m) i g
ey technigques gave us {rmediste snd camplste access to most
aneny Migh-level oommmicaticns. COMDE 1is still of greatelue.

Only further rescarch vill disclose the ]!)Ili-{;’;

bility and extent of exploitability. Zvem with the grestest

optimiam, it 1s clear that ;
F | Our cryptanslysts believe that

sane of ouy own cipher machines are entirely unreadable with foree

sectbls technology, oven if the ensmy has s complets machine, end
we bave no reason to feel that s similar dsgree of security is :'

beyond the capedilities of other countries. !
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cryptalogy, ss vell as b hom-

selm,cmvehopotodedviththamcmmdfectiwsof

the cipher machines of m pevhsps to read messages

that aro now undeciphersbls. The cyyptanalyst needs maximum
assistance iﬁx:n[:::::::};étian undertaken to discover both how
sneny cipher machines are canstructed end how they are used.
Modern cryptogrephic systems include elaborste safeguards to
lizit one's iosses in the event the system is breached. We must
assuxe that in many ceses success, by vhatever method, may mesn
the ability to read either a small grouwp of meesages or a con-
tinuing amall sample of messeges, rethar than the ocamplete traffic.

Signals can be most effectively exploited by integrating
the processing of COMINT and ELINT and by speeding and improving
collection and processing. This ealls for certain organizstional
and technological changes, and for strong snd effective lesdership
by the NHA.
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the pattern of Ios Almaos. nmmwm-,,,m
°W°“M1°‘lmhmh,ﬂmmtm.
nov workiag oa Fndothen.
The over-riding priority assigned to the W“ﬁ .

L shmxldbemlmd The intellectual problem

is much too refractory to yleld to administrative pressure, mdl' ajl
extrems euphasis on this ons project harpers the KBA and bee /|
litties {ts many vsluahls cootributicans in other directions. ",
The non-research components of RSA should be Judged solaly
ou the basis of the timely production, and efficient supply
to cansumrs, of intelligence derived from all Qirectly ex-

ploitahle comunications snd elgztromic inderoepts. To this

roquind. mwpm,mmmm'-
R/D, will require strengthening sod expansion.

To this end also, W recamsend the responsibility for and con-
tmloflulrprocuungmdmlyluhmi@dtoth.
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Our intalligemos program is & ma)or technical wespon.

GOREP and ELIXT are vitgl £0r w in owr stiuggle vith a axpable
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The Panel wu the hm Myvisery Committes
omeffluorMmobbulutien, at the direction of the
President, has st\m.id the ﬂ!rive.tim of foreign intelligence,
particularly tm tho mogt secure codcd copunications of the

|nmmlyqppo.mntthctmothcrmhodsot

gaining foreign intelligence lhoul4 be included in the stuly, S(b) (1)
_ /' (b) (3)-50 USC 403
and, after appropriate consult.ttiqnl, the charge to the Panal 7 (b)(3)-P.L. 86-36

w3 sonevhe’ broadensd. The vork of the Panel nas been chiefly,/"/’
baned on infor:.atica obtalned f"u' the N3A, es the princip&l
Telhe O Jomeim carmunieations intalligon e, out Lhe aoopcrl
tion of several other govcmnent esgencies is n.cknovl.d.ged
The Panel has been i.npraued by the ca:plaxity of the
cryptanalytic problem, and the vu'iety of military, politin-l,
and technological conudnrn:uon- vhich enter i.nto t.he over-all
situation. It Les been p..rt.i.culn.rly irpressed by vast changos
viich recent yoars have broucht hoong thcn are ‘
(1) Amatimnucinthonlatinhpomcof
cammxntmmwmmtmm

| |mmtqzun;mm.ow
This has led to a grest incresss in the bulk
of intercepted COMINT msterial compared vith
any previous peace-time period.
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(2) De grest taswense fa Be Sportunse and
wrgmay of cartais kiads of ONCINY fatallge
gsnoe beenmee of e great spesd and do-~

structive power of modern wespoms.

(3) An taprovement ia the wnderstanding ead

tealnalogy of oryptography whish hac led

t0 the wide use of cipher .chim vhioch
have proved invulnersbhle even vhen attacked
with the aid of the repidly sdvancing art
of electronic computstion.

The magnituds of these changes is 80 great that the role
of COMINT in ocur intelligence effort cannot be properly Judged on
the basis of previous experience. Intelligence plans snd actions
need to be thought through from the beginning. Tha Panel has
made no attempt to undertake such a camplete review. It has,
howvever, emerged with a mmber of conclusioms, vhich it feels
must underlis sny general reccasideration. Its conclusions and
recamsndations are expressed in detail in the verious sections
of the report, vhich are summarized below.

I. Introduction

Much of the judgment of the Panel concerning the intelli-
gence problam relates to the best utilization of our national tech-
nical abilitiss. Decause these are concentrated in the N2A, the
structure end operstions of the agency are subjected ¢o searching
scrutiny. Recommendations for changes shouzld not be comstrued as
s critisism of that highly competent agency in its present role,
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of less th-nﬁihs hiquit level are @nn

cipheared by a machine called

r.dndtharmclbclimacurmtmduumwumpmctnu‘\
taimlikely by cryptanalysis ‘nadded by-.cuvuy. A to. “1
creasing smount of both| ;’ ‘@ ; 1
{s routinely| | The m1 b..ucm that
this also vill n-vcr'bo read aaqplutcly llthough a -nnll pcut, not \
of our choice, uny or may not b. !-nd boclusc of c:voun in opcr-zian.\

The prospsct or our being -hl- to x‘-d.nnssagnnl tlx-t by
’ / | something which voula for the

bc technically 'trliahtfbrV|rd md vould prtaunahly be

done youtinely (end qpp-r-ntly has begun) when unusual .ocu:ity

is dssired, is of oourno mallpr yot. Technology is lrrts&.tihly
making the -1tu-xinn vomlo rether than better, and whet 1: ao-'tun-
of the llv beoane trus of other, tochniclll:’lalo-
sophisticated oomntriss.

E(b) (1)
{(b) (3)-50 UsC 403
(b) (3)-18 USC 798
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1. Collechiom of Insellissnce Bismals
mmwwwuum
pars of COUNT astivities. mmnmumn
PIPOTtion 10 the valus Of 1ts osatems or %o the prestisal
mnudummcuum.nn—dm
aalytis serwtiny. mctmdw
1s inpossiils, ent ve west mehe the vwisest samgling of
tvaffis, Geme tsuffis, such @8 Shad | ond
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esilly & pessidls. Othaw byufris w 'il m y M
should Ve made to Ldentify -
1n the fleld s \uat relsted, Mmuw:muua, tnm.c

th.tr-nnam.nvolmq
mmmmsmuwmmmmg-ofmw
redistions call for mtegr:tion of collection snd Ldmtifiottim

sctivities. Chmgu in ccummiccticu signals and the use in

some cam\micltions o{ increasingly high frequencies,
including the rango,hu.nd.cmmmimimnum‘h

hard to distinguish froa

rediations. Rplication and separste operstion of intercept
facilities, and sepsrste procassing, such es in cperation ot
Kally Pield, are not only costly; they could lead to dangerous
dslaye in the interception end evaluation, snd even the identis
fication, of new signals. M incamplste evalustion of signals
through separats intercept and processing of various redistions \Vb
mmwtmmnmormnightsMu:my. \[\\l/
mMpmmmmintmwu \\\L
wmifisd vith COMINT activities undsr ths direct coutrol of the BSA,
vhose vide socpe and unparulleled technicel competencs affoxd the
proper setting for this sssential integretion of effort.
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Ammmupmmmr&'mumd&n-du
munmmwuammmmmt.
process mmmwmmww
lsted emergency conditicms.

IV. Processing snd Moalysis of MMWM
In oxdar to oopccrﬁcimtlymdpmlyuthm

tmm&orwmmmumlm, mm
mutbemdemthemormhinesbothintbepmpmtimof
nxterial and in eryptanalysis itaclf This requires, esmong oth.cr
things, that material be mordadintho nommumr:uit-
able for machine resding, or for swift, automatie omnic:tion
to machine hesdquarters. -
A vigorous, Lndepenamt and well-directed progrmm ot
amwmmmmuwum,mmmv
specific mcofmachinc readsble recording at humthdm

the general area of mac.h.im processing andl |

I+
already been advanced.

V. Yo Bources t0

COMINT objectives should realistically reflect the
accessibility as well as the potential value of msterial.
Presumably, the infomstion coutents of meny secret

nesadges are actually reflected in assses of sccessidble

-
- -
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countries, &t loutin conmctian wit.hl

Putmbtim mocclminnuunguul
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a standand, llototvum-ntbommaumuitnz
organisation and operstions, but vhich is not qproprutc to the
realities of today. Whst 1s Deeded novw is & emphto‘uv}!un
betveen cryptanalytic resssxeh on |and the
-utull production of curremt intelligence. '
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lhlmt.hcvoxton uaoton.l.y
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P.L. 86-306
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remote chance of | |hthcfutun,mu.lo
sny possibility of '
traffioc for the eneipher-
meot of sush traffic 1s bound to beoccme mOrTe smd mOye effective.
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| to the point of, but not beyond "production” ex~

ploitation. The successful operaiion of such mn institute calls for

the ultimate in effort and selection in ths recruiting of persomnel.
Toe remainder of the NK3A ahould have as ita enthusiastic

alr the most rapid and akillful supply of ccmmmications intelli-

gence to users, based an currently exploitable COMINT material and

on ELTST material. Tt should be supported by a vigorous systems

cigdneering and development progran directed at the over-all

problans of improvement end mecheaizaticn of the collecting end °/ 'l

(b) (3)-50 USC 403
(b) (3)-P.L. 86-36

handling of meterial.
In order to secure the moet fm:lepomtma sd

to make the best use in theun of the tectmical knowledge and streagth

of the NSA, much more dsteiled technical cooperstion should be / 77
|

[

proucted between the N3A end the CIA. /
A snall group concermed with intslligencs sbout

eryptology should be established sanmevhere in tbe U, 8. intsele
ligence commmity.
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The Fanel assembled by the Bcicnco Advioory Comaittee
diroction of the

of the Office of Defense lobmutian, at
President, has ltudiod tho derivation of rordm Mtemmco,
particularly rron t.he most secure coded eomm.leatiom of the
[::::::::::]/ ‘The facts fuced -ugg.-tod th.t certain aspects of
other forms of gaining foreign mtelligencc lhould also be studied.
The charge to the Panel was then, folloving conlulution vith
appropriate individuals, comspondingly brondenod

Concern with the results of t.hin study is assoclated
with differing interests, mponnibilitie-, and u:tiv:l.ties.
Aecordingly, the report has levera.l a.tnl, proninmt among which
are: |

(1) ofrsring of judgments sbout exploiting the most difficult

| in order to

provide a ucimtiﬂqﬁ/buu for policy decisions.

{(2) Burveying possible’,,s"‘ndvnnces in t.he technology of exploiting

Jinord.ertoenauncon-

sideraticn of the application of all presently conceivable

facilities toc the problem.
(3) Proposing a revised evaluation of foreign commmications
intelligence, in order to develop a more gquantitative basis

for the most appropriate distribution of technical effort.

TOP SECRET EIDER-
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of the aignal intelliganse commumity, mmmunrdm
of ELINT sctivity to OOMINT,
(S) Recommending some sltered features of National Snourity

Agancy's structure and operation, in order that the Lclncy

wnotthcprcsmtandfutunchu.lmguorrm‘cm-
mmnications sources particularly well.

{6) Providing an open viev of the besic issuss of communi.

intelligence and cryptanalysis in terms of modern lcienco,

in vhich the future problems of decipherment, procesling,
end interception are outlined in generalized aspeetc.é

These objectives relate to the administrative, miliﬁary,

diplamatic, technological, and professional aspects of the 1ntel-
ligence commmnity. Because of this diversity, several 1.n1-
technical daetail are included in the report. The l.ppend.icel pro-
vide deteailed support for the conclusions stated in the bod.y of

the report. The technical adjuncts cover more technical lspects
of apecific altuations. |

The body of the report begins with an l.ntroductory

section vhich attempts to place the exploitation of

communications in the hierarchy of our technological nationu

security effort. The work on the 1l

sumarized in the second section, in order to bring out the

present position (n

2
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oighors, The third sesticn seveze the eriginil dowess er tmee~
etgtion of eur whale commmisstions tehe. ¥This 1oy & desis for
sensideration of the tetal saw msderisl aveilsble to agply the
shmging intelligenoce needs. Methods of hanfling the SeAal eale
lection we may be abls to ssquire are trested ia the fourtd
section, which deals im partisular vith procsssing snd smalysis
prelininary to reading or other dispositicn. The fifth sectiom
treats the chenging positiom, in foreign eommmiostions imtel-
licence, of
eiphors. In this connection,/

0 USC 403
8 USC 798
.L. 86-36

o,

/7?1:;&11:, recormanded nodificetiong an the fom

ad operetion of the major comamications intelligsence inatrument,
the MJA, are dipcussed in the siwth section.
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’dethm “mmummm
vmum,mmm m-u«m
mwummdmu
Wu.mmm-.uournﬁmumu
thoninduﬂmirit,oomeofitcttmglsth.jptmumm-
trol of information. |

Unfortunstely, mpeacetim,ifnat 1nm,m1,phu'nd
mmmimomheusoddalibel‘telydvithcm, so that today
the ports of errors vhich leed: mmtimmmcenmuldmmxr.
In peace it is also very much bharder to nscocluzo caagmnications
ummmawm;mmu@tmn-mwm
coatents. |

mmxmmtymmmmmw
doal with this very difficult situatiom. This lhlual soas the H3A
&3 the prinecipal force in ocur struggle for lucﬂ: 1n11=u:ut1£l1

mmuummu“mwmmm
M&mw,mbmty,mdiwimdm
mm,mlimlmmmcmmtymth.miﬁd
orgmisation, | [have encompessed
the vast bulk of the :mm
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significance will be disowssed in the following sectioms. To deal

————— e

vith this situation ¥ith any effectiveness, our ocommmications J (5

e - T e

intelligence skills, particularly owr cryptamalytic skills, must
be completely integrated. Dilpertlon_cqn_lggq QEEZMEQ_F§‘
scattering of our meager decipherment talents and to an Lnoﬁ'ec-
tive and inefficient use of them.

Accordingly, much of the judgment of the Panel on the
foreign intelligence problem will relate to the utilization of
our national techrnical abilities. Because these are, fortunately,
now mostly ccnceantreied in the K8A, the structure and operations
of the RSA will be sLl ecied to searching scrutiny.

This should not be construed as & criticisa or evalua~
tion of the Agency in its present role, but rather es an ingquiry
into bhovw it could besat contridbute to the overell foreign intel-
ligence problem. At the outset we render to the NBA the highest
confidence and admiration that we xnow. Its technical echieve-

ments are unexcelled, and it deserves the unqualified confidence

and support of all civilian anc military departments and agencies.
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IS west sov be ouid thet {4 is et ke

» nd.
«oapt through the grossest xisuse or w thl:l.@m 777777777777 o

b
tion of ayplensntery iafommstion. lo-eﬂ.hlul“- are -: (Eigiiﬁ?ﬁsgégz
sxmsple of this last, most 4ifficult uw “

m-mnmmmdnmumuph-m
uthlwmmdlngcmwkaym‘nn The used key ne~
terisl (muraopyofmaummrmww
ortham)uthanm'tmnd. If the key material is prope

erly produced, as k-ywvnmt certainly 1s, and if the
key 18 used but once, u:mwmaunnmu, such
enciphement is, both theoretically and prectically, completaly

unreadshle, sod this fact has loug besn recognized.®

* T™hio paragreph sumsarizes cne ares of the subject called

%ﬁhmn, the aryptogrspher devises either intricste
G or machines for trensfoming the sucesssive sharacters,

TOP SECRET EIDER-
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o of chasasters, of he netonge ia intwigabely henging
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by turning wheels), or electrically (for exsmple, by aligning
contacts on vheels), or both, atahid:prmamgmtc,;bsn

resulted in » great oase in the use of encryption. %r,mt

Cryptanalysis offers oame hope of success only vhen
the ideal rules are not being observed. Furtunately, the ideal

rules are not too easy to put in practice.

First, it is not quite simple to Muild a reliable
gmerstor for campletely randam key. UWhils a mmber of technigues
are known, our ovn experience vith this problem shows that, unless
the machine is rathar sophisticated, it tends to bresk down quickly
and produce a hiasssed sequance.

Second, it is difficult to prevent seoond use of the

J ~- PO L e - [} T
M

P.L. 86-36 -
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Beloes poi GYetens A2nest Wmweekedle ou sirestts easvying &
mmmuuaumm;mm
tmaetistely open the systen 10 eryptezalytie stisex. During
mmmwmuwmmamm,'
w,mmmmmm;nrunhrpm
of this traffie on a currest basis. mﬂaﬁmm’un

sfter the war,
Wuythcirf

rxcy vhich u

uaadmcuywicopmcryptogmam&mber“mh
wvith the greatest ditficultyavmhynrywmm;.
Moat of the mumgmc‘gu-mm x-a.t-

fie inmyotbiorv—uuatm. Unfortunataly, noumlu

of ra—uuot key have been found in any,

{(b) (3)-50 USC 403

/(b)) (3)-P.L. 86-36

of finding a fev moOre readahle pessages from this period and to
noke & dafinitive detemination of whethar or not re-uss exists
in the nore recant traffig. If this is unsuccessful then sus-
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tuined efferts te widl be
ohendmed. If serices effurt weve then shopped, 1% Weuld Dessms
Sapertent o maintain sume yeunting check em the STaffis 0

dstarxing, for sxmmple, vhether they switsh to some other sysham.
The Agmey hopes t0 be ahle t0 mske this weteh-dog eperstion

ompletely sutamatic within & fev years.
1is very bhlesk. mmmummmmmmumi

basie principles of correct ped usage and that they are now

capable of producing key properly. Annmnott.hcuyrmd

these appear to be unblasszed. There 1s every reascu to believe

that they are nov opexaiing their ped systeas correctly.

At present, therefare, there is no way of |

one-time cuomaunications except by pgaining acoess t0 the key material
aad copying it without detection (dstecticn would undoubtedly result
in the kay material being destroyed without use). This 18 one oase in
vhich technical Judguent, both in the intelligence ocammunity and

in this Pansl, advocates

T —— e
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Mn—uﬂuamummumw
mmmmmmmmam.
Of course, Mmmm«m
”ammmummu-ﬁm&m
m.nwmwmmmwot

TooTo
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o=,

nmum,m,tm

this involves & oconsiderehde effort.

m-mmm,mwmﬁﬁumwﬂm.
uunhbylmmm,ﬁmrneotmwofuy
toremhchamtarotmmtobetmmittg&. (This swount
aof key must be provided to both sendar and recipient, sd, for
highest cecurlity, separute key must ba pmdadvtxm o sender
vinheﬂtosendthemmessmtotmorqgnmipiauts.)
Vommerly, enciphemuent wes done mlulivchrhyhmd, tut both
hmdmammuizedncbhodsmnwm#c. Becxiuse machine
systems, vhere much sualler gaounts of koy—lﬁu material peed
bemmlytmsremdfmmwwmtw,putfum
load an the secure trmmisuonandqfiomge of key-like material,
use of cme-time ayctauvillpreanq’gly continue to be restricted
to the nost delicate ca:zmnicati.cns. Thus, a reviev of the
"sociology"oftheuuofcne-tine’/padsmﬂ.dbohalpm P
minatimot\mm,m,mdhovthayu‘MLnour,md
inother,cmmtrienaimgveameinnightimtheumiﬁmu
of] antru.cuhreimm,

if tha messags itself cammot be reed.

8
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or use of cop-ttne ped Should be eetimed.

(2) mmmmumu-uum-n-
(3) An operstional study of coa-time usages aimed st deriving
inaidental intelligsnce shculd be considered, sinoe no
direst mitack furcugh exryptasalytic study is possibdle.

£. Machine Enciphement.

Yor many commnication purposes, cue-time systems are
to0 slov and require too much <cy material to be useful. Thus,
the bulk of enciphered material :s mmciphered Ly gipher machines.
In machine encipheraent the k¢, is in pripeiple a fuirly short
list of initinl settings of the zachine, coaprising & number
of cheracters very such oaaller tha) the mumber of charecters
in the neasage to be encimisrea.

A e¢ipher machine makea use of an anciphering box
vhich converts plsin-text letters to snciphered letters. The
cipher bax may be operated by & typewriter keyboerd and print
out the cipher text, or it may be cpersted by & teletypewriter
tape and produce slectric signals vhich are trenmitted directly.
The plain text is coaverted to cipher text by a somplicated mase
of alactrical circuits vhich ere rearrungsd in scme fairly
regular manner after cach text letter has been amcizhored. A
siailar eguipment deciphars by running the meigphered text
through the eiphering box beckwards. Cipher mashines, singe
ey operste st Uypeuriter spoeds or faster, esa acoamodate
math larger volumes of truffis them hand aystems.

S 1 9 ETDFR

o) (1)

(b) (3)-50 USC 403

(b) (3)-P.L.

86-36



- - ewem—s 5

atybhering o dusighoviag o nossnge Soguines fived
e oijhar saching s400lf Sogether with any mxilieny perts 40
e wied with 19, and sestnd %he My %0 o uend with the
infivideal messugs. This key wesually consists of the salestisa
of esrdaia muxtiliary campouents, the plugging of certain wives
m 8 plughoard, the setting of ocertaia dials, ets. In prestiss,
oortain parts of the hey, usually those reguiring the grestest
physical effort to changs, are the smme for all massages on &
partieular day on a partieular cirouit, snd only relstively
minor changes are made in the kqy froa message to message.

While the mmber of components in the key is rels-
tively azall, rarely over a dosesm, the total msiber of dif-
ferent keys is found by multiplying the mmber of posaibilities
for each oampone:t and the resuiting mmbers may be of & sise
mich to0 vast to be disulssed &3 merely astronaoaioal.
Experience with Earlier Moochines

Tohe cryptanalysis of & machine systea falls naturally
into two stages. First, there is the recovery of the machine ftoslf;

that 18, the detemaination of exactly how the machine yorks and the
wiring of all circuits in the machine and any of its suxiliary
oxponents. Second, there is the detamipation af the individsual key
for oach nessage. Because of the prectios mentionad sbove,

this usually breaks into two parts, dstemination or the daily

kay and subesguently the messsge keys. Understanding of the

besic process is perheps best obtained from the following skstch

of the asttack on the Ruigna vhich was the principal aiddle-

lsvel cipher maching used by all ths Gexman military services

9-A
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during the sesent var. BSusesss £a sesding this eyvien ms
mmunmmu.u-mm-un_,
Tae machiine 18e1f ves & medificetion of & oam-
of the Foles Just Defore the var began, the basis design of the
Bathine sad the wheel virings were known. The key was made \p
of four parts: the stecker which consisted of a mmber of wires
to be Dlugged, the whoel order, the ring setting, and the
window setting. The stecker wires could be plugged in soae
10,000, 000,000,000 4ifferent ways. The wbesl orders offered

b) (1)
b) (3)-50 USC 403
b) (3)-P.L. 86-36

330 possibilities, the ring setting, 676, and the window satting,
adout ong-half million. The total mmber of possible keys 1is
the product of all these mmbers, that s about
100, 000, 000, 000, 00C, 000, 000, 000.

This oumber is wore or lecs typical of the situation presented
by any cipher machine. The prinecipal thing it teaches is that
large musbers, in thamselves, offer no guarentes of security.

Jemaan cawmunications prosedure changed the first
three parts of the key daily; only the window setting varied
from neasage to messegs on the ame day on the smme cirouit.
m-mtmtnmmmwmmuummtm
of finding a whola kay only Gnce per day per circuit, after one
message was cut the rest could be reed much more essily. One
Sedhaigie for the latter tus was simply to decipher the mes-
Sags uaing every possibls window setting sud selsct the one
which made sense. 8ince there were only abort a half-miliiom

— -~ Yy

—.' - N
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pooniilities this guill $0 d¢ sulstively caqy with high-apesd
destrmis-aschanisnl egipnes.

A sinilar try-all-the-peesidilitiss attack an the
Gally xay 18 conpleialy ugpossidle, sines even sb the highsst
elactronie spesds we can rationally imagine it would take
osuturies of machine time to nake the trials.

The daily bdreak-in weas acomplished hy an {ngenious
camdirstion of exhmistive tricls and gusasing. First, ome had
to guess the plain text underlying a short stretoh of cipher.
If the ring setting weas favorable &t this point in the cipher
ther: it had no effect on the recovery of the cther three ele-
nonts, the stocer, vhecl order, and window setting. An
electrical clrcuit vas dsvised vhieh could test io one step all
poasitle steckers for sach etubinstion of window setting and
vheol oxler. The reguired mmbar of these trislg wns then
ebaut one-half aillion (for tae wisdow asetting) times 33 (for
the Weel order) or same 170 million. A large mmber of special
machines (called Bombeg) were built whieh could make these trials
in a few milliseconds onth ad an exheustive nm could then be
mede uaing sbout 10C hours of maghine time. About fifty million
dollorn was expended on these machines stiioh representsd a major
diversion of our electronic sikills during the war.

Once the routine bresking of the traffic started a
mmber of favorahls facts vere observed. The daily key lists
were apperently made wp in a noa-rendom manner and this
materially reduced the mmount of machins time required for a
hreak-in; 4iligent study of the texts of Geciphered nessages
9-C S B
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0 USC 403
8 USC 798
.L. 86-36

000 o
W wwe
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o,

ST W o ,
fagrovet sur sh111%7 %0 Bekte the sl)-daportent Jesliniaary Pases
s Wy vhish simplified cur task; ete. uwm«
M“uM“mMnmm‘umMMM
of the traffic from 1942 until the and of the war, l.nqiuot
the fast that the Jemmens introdnoed & mmber of additional
coxplicstions into thelr usage as the war progresased.

These possibilities as discussed primarily for the
Gorman Fnigna had been brilliantly msde use of in other cases,
as vhen masters of the cryptanalytic art, such ss Willism

Friedman, solved Japanese nachines and eerly nodels of the

Ushappily, the actual roadability of a message depends
not tnly on the smount of kay used, but on both the wghisticatioéﬂ
end canplexity of the enciphering machine and also ypon the an~
ligence and oare with vhich it is used. We may note mconnectien

vith care in use that although messsges encipheredbymstusersét

this smie machine. Presumably, either the messages enciphered are
t00 brief to allow deciphement, ©r separste Xeys are used for
portions of longer messages.

In fest, vhile a dosper understaniing of eryptology and
oryptanalysis tells us that machine-enciphered messages are in some
sense thsoreticslly readadble, its shief practical results have been

- 'Wmm*ummmwmwwgm
e e - = 9 Yoo LN
[]

x
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matheastiicsl mass the mdhinge eremies ia trenaferming plain text

arasters ixte cipheve, with escnoxy of 2y, “Oumplexity” refere
%0 the %otal expanse of Guchh & mase.

0 provide madhines Wiieh are aew DIRCtigally wareadadle snd also
% hev that the cuipat of sush machines csnnot be deciphered by
any straightforwerd sffort of sny physisally possible magnituds.
In particular, methods of decipuemment vhich depend on the simple
chsastion of All pospidilities can ba, and have now besu, made
physically impossible.

Indsed, in the cases oi the most canplex modern machines,
the ouly analytic source of kuowledge of the coustructliom of a
machine has been encijhered wuen the aschine was misused or mal-
a2djusted. A sacssage enciyjiered improperly, or while the machine
:8 malfunctioning, is collel ¢ a3t measege, and the vord hust is

upeld generally in refesring (o ihe misuse or malfunction of a ¢ipher

meochins or, BOFe gsmerrlly, a 2y5ileam.

in the whole COMINT cffort 1s Lrought out later in trhe report, and
also in Appendix 1.
Returning to the klgnn experieances, it is certeinly

truc that the Gemens could haove modified their cammunications 0 Use 403

8 USC 798
.L. 86-36

TooTo

Dwwe
[

o=,

rules in such a way a8 to huwve rulned our exploitution technigques.

The fact remains, however, thot they 4id not. It 1anateuytonqiu

a change in a major cammunication petwork cven in peace tima, and

it is clesrly much hayder iu war time. The changes they didnako
C(b) (1)

seened to be largely directed towerd the prevention M:' (b) (3)-50 USC 403
b

/ (b)(3)-P.L. 86-36
recovery of the keys, and while they slowed us down we weren't |

stopped. N3A and its prodecessors have |

10
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cipher machines. It is clear that it is dangerous to reason,
by enalogy, that becauac we wvere able to read the Bnignn

machine we must nececsaril; bDe able to read the undoubtedly

On the other hand, it 1e aiso clear that the resources svail-
able to the cryptenalyst sre greater then may appear ot flrst
sight, and thet if he once cucceeds in breaking into . sasaine
pystea he is very likcely to be aoble to fallow it througi subse-

quent developngonts.

SExoept vhen we told an allied govermment what to do.

0 USC 403
8 USC 798

.L.

86-36



mmwuwmuummnm.‘mﬁ”,
mmmuwum“nm“m‘
procedural eonfusion which uslly attends tht Wi&n uf
& nev cipher machine.
There are at lesst| ) km
under t.hel l .

t.hmwmwthenostaha.\t-mdtholmtabwt

|-nn be discussed here.

was lost. Reading this traffic may 4o more than regtore the
st=tus quo since it may hoandle moterial which would not

rreviously have been entrusted to the alirvaves.

11-A
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are naders of o family of similar devices vhich, uaananer
m.mwwmmun:mwm \

Iamn to be &ome with new cuciphering

deviees which ure cepabie of headling traffic maore erﬁcieut.ly,x\‘
we vapeciall, 10 larger voluae, than 16 po8sible with one-Line

a/pLAas s,
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0 USC 403 :gOLUSg6f§2
g8 USC 798 -L
T.. 86-36

Additicnal festures of work on

mnusud:l.n

mmrumm(hrtﬂ)mdmlcmtof-pecmmi

(R/Dumu),uwnuuunrcuwmgmm

Decipherirg_skills meloped _@1 ltnmu vit.h

represent, resmu-cc of great va.lue in dcc _ghqr'ing other a;r-t.emc

trafric :epmenua a. demxmt“ated nt.andani of obacuritu

Agpinse wils, claver nt,*m.chs by aw;;ica..iona of 'r.ne deersst knowl-l
e o of lasnagze, stal lat.ics, a.:m, g cunning e.re being made. |
These have revealed a.pproaches in weciphernent wnich have 8o far

merked the b«,u..mary zor us uud .c:IZI batween the deabtle

and the nr;..;ma.,,,»” Continuation and strengthening of tue asssult on

he er..fﬁ. in vital]y important to our cryptanalytic

position and intelligmce practices with respect to the ui.ole” wrld.

ite secrets. Sucb limited knowledge is not surprising, nor does

it conatitur.ﬁefﬁan implied criticisa of those who have worked on

f"""’It is a true nmeasure of the difficulty of the problem.

1k
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Bovever, if we am
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Hp) (1)
b) (1 , () i3)-50 USC 403
b)(B)—BO Usc 403 * (b)i3)-18 UsC 798
«b)( | [ (b)i3)-EF.L. 86-36

) (3)-P.L. 86-36

With the riee of cryptologic technology, the need for

faforuation ebout our oppouent's aystem is growing, aot
declining. x

C

understending botn the machine and tie exploitation problem its

messaces offer. Oue nucﬁ‘l | ir luccusml,f would
today take us beyond where 1C years of hard vork:Iand
messages have brought us. Ten years ago, of course, such an operse

tion would have been of equal use. As cryptogrsphic techniques

Al BT i




-50 USC 403
-P.L.

8636 T

*!ﬁ“ ‘yuu thn erntommc m contime to improve, m roJ..-

tinvduoturm mmmmmumwnu hnh

Lntomtion nnd not be as definitive and co-plm . ;- ot

mcntiztnchim,orq leo-:h

clerk 51 knov enough about t.ho internal operation of thc -chm

tobeaveryusemlmro.. Onl mybevorththo

-mtenmeoluotsn-bcrofntmcptpouuourorcmnbcr

of years, a subsumtia.l sum in dollars, and value

able, but signiﬁcnnt I:l vhich would be still more vﬂ.usble,

are so {far non-existent,

4 measure of either the leval or competence of the effort or of
ite value to us, but only of the difficulty of the problem.

Both large and small powers all over the eartn will scon
be able to handle the buly of their wireless telegraphy communica-

tiong by enciphering machines. Tuese will eventually provide a

17
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somon Migh~level of commmisstion seeurity, even iz eveistiss where
tosimalagies rennia vesk. Rewevey, wve may aapest, provided wve ece-
time end, tadesd, deepenamd {xtemsify cur currest work ea
:m,u,m.mmmuz—n,m
mwmm,umx«mmwa
mmllMMMmmuluscnthap‘rxph-ryofm

zad inte.ntims.g Work m:|md similar syste:s is Junu-
Siod by the i:zportmt mle it plm in daveloping and ..m.nuunma

a “.irhaer and me.ber laval of Ueneml capetence, wvilce: i3 a uaccs-

»

ai v 1% thope po .1ph¢m e.nun e w eintinue to yieid mu.nhle

1the1144}=nce. E(b)(3)_5o Usc 403

(b) (3)-P.L. 86-36 0 UsSC 130

0 UsC 403
.L. 86-36

(1) ok enl m;m continue at & high pitch in order to _

w»rapare for and to h.--,ili%gte the

haecameadationg

(") o stretogic relisncs should bs plm:ed on thy .nq:uctat,#m

of success with

{3) Mcens vhich could edvencc the study of trafric,

notaed later in this report, ahould de pursusd vigoroualy.




1)
31-50 USC 403

(b) (
() (
(b)({31-18 USC 798
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/;‘ssanwhat anelo@ouu te thot posed to the art of 1940
by the construetion of the firsi. ciectronic ombes in mgland
to cllovw the coutinued and uwdeuate exploitaotion of Enigne
traffic dile it 10 ot clew that the large machines r-quinod
for ﬂ:e|:|probm Vill b0 aa valusble as ware the Bombes
oither in terms of the mcnmt of naterial recd or m tems of the
intelllgence value of me n«ue-‘al, the chpeercc gnined through

then is bound to lead to L:nuom;ult advences in ﬂw cryptanalytic

art, and abould prove egpeciaily vulua.hlo 1n att.acung the

-50 USC 403
-P.L. 86-36




0 USC 403
8 USC 798

1)
3)
3)-
3) .L. 86-36

o,

\is i head.  Die most hopefld present views are
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-50 USC 403
-P.L.

0 USC 403
8 USC 798
.L. 86-36

Tooo

Dwwe
[

o=,

86-36

-:d mture progpects: oonceruing tvo togortent

mm dtscuseions bave dealt vith past experisoce

nnwtmmmmwrommmmm

wmswmuwmmwww
msult h.tuonolutim, mtonlyof

v oi a.u:ceeding mhineo a8 wvell:
‘ '.xi°pmblm is discussed in more detail in Appendix II,
"LLLOZ".'L&;;“.;XI 'meorvtic “Frapework {or Crystonalysis,” Tha snswer

uz-k_).o

except for the stmigi.ttowm'd Procedaitre of

Mr,mmaay!tmamemmhodordoinsm-,

1n onlor. AL first aight 1t alght be thought that the sdvaat of
mmhig)a-spoedomwutmwummamnmmmm

try. For machines of the
hovever, the snount of calculstion required is still fantastically
{possible, sven vith all inmaginadle allovence for future advences
in oamputer technology.

TFfoPrP e« T— o amamn
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o) (1)

o,

(b) (3)-50 USC 403

LR Agpeaiiin IX 1nslefes two seapuiaiions vhish L)lustsute
this sitastiien. In ane it $s sugposed that we know the gsaerel
Plan of & s2ightly simplified

However, it
is physically impossible to carry out the caputations required.
Within the scope of basic nhy-ical laws there is rnot nearly enocugh

energy in the universe to power the camputer, itself impossible,
vhich nicht do them.

I'ﬂtisinamm

modest mdertaking, aud commic lindtations of aveilsble energy no
longer mahe it {mpoasible. Por practical purposes, howvever, the
propogsal ic gtill fentestic. At pregent power retes it would still
cost sanething like tvo Tilljan trillion dollars per nessage norely

tc supply pover for toe hypothetical caputer to do the wvork.

0 USC 403

g8 Usc 798 Tiere remains the possiblility that, with the use of cam-

.L. 86-36 -.

putérs, e may find sooe way of attacking such situstions which is

mare eogoed.ttiomth.nn the mathod of enudsration of ell possibilities.

2
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t2is possibility. Stremucus efforts ia this fisld, however, heve
mmumwmqmmmpm.dmm

t0 Yo scme msthematical evidence to support the idsa that such
genoral, expeditious methods may be noun-existent.

) (1)

) (3)-50 USC 403
) (3)-18 USC 798
) (3)-P.L. 86-36

To oo

It 15 possible that fundencntal research will lead to
subtle nev ways of attacking machine-cncrypted mnaterial. It is
cleear, Lowaver, that ve are squarely facing the issue as to whether
camnmication concealed by some facility devised by tie nind of men
can necessarily be inveded by the mind of man. Unless stertling

nev advances are mads, the ansver may well be pagative. It seems

2
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et 8 given smowtt of ingenuity can be used $0 develap mm en~
srypbicm method that needs & very much lmrger mmoumnt of ingmraity
%o unravel by cryptsuslysis. The offease semas to have & besis
and oontinuing edge on defense. 7
In the present, vha::mrmztput:frmthcmhiuuot

current camplexity are Judged to be at all exploitehle ccne trc-

human frallities of operaticn which lead to one or anothpr kind

but the rore i.mport.ant posnibility of cantinuing

to cope successfully with the ,radual advnnce of cryptology in
other insleauces.

It i8 cliexr ‘L,.‘:at,r""u;in nerrowing 6f the fleid of explol-

tat on suould not aam,e t.ue enersy &nd detemi_nstion of the attack

ou norelwaldltdzcmemrmadineuto

exploit sloppy usage whiczh alght pemit reading ino tine of war

or emercency. we nuct realize, havwer, that the slightest

tightening of the[

, night deny us sny inmoﬁi.xuor perhaps eventual possibility

-50 USC 403
-P.L. 86-36

or| SECRET EIDER-
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nations, u-quwwmdmmmum-km.
umwwmumupmw lnh
the case of thel uuzmx’nmmdm
nations, ucmmmmwluymtmmmmm
intelligence 1s forced upom us, |

For the foreceocble fibure tbere mist be asveloped a

phiteoaopny of fyazieats, in wh.ch rure snd igoistoed roaliage




0 USC 403
8 USC 798
.L. 86-36

Ao A e A ip Commpiogiions Jutellipency. :
conclugion that thore must de a fundsrental change in sttituds

apd odbjoctives in the collection snd processing of cannicatm
intellipeace. In tha pest, s overvhelning emphasis hes besn

put on volune mnd completeness of interception. Today, volume V 5
of intercept 1z out of proportion to the value of {ts content. ‘.

and thc recl probles 45 to (O~ t.”, @l Aatoreest s oasefiil smaple

of puch i:uffie,




mutmtrieumwu, 1t11noooou.ry

to choose vwisaly what sbould be mborceptad s:netmfrie, for

example, that ooncerning

may have to be intercepted as mllyand procn:ed as speedi.ly as

possible. However, much other tmffic can at best merely fill in

our plcture of the a.nd its nctivities in & sta.tu-

tical neanner, and there is e limit to the volme of such mster:la.l
vhich vill add materielly to our intelligence pictum

Our intsrception ahoaid be ained at prcvid:mg the 'best
saapling of foreign traffic, vhoce exploit.;t.icn will yleid the

hishest vaiues, rather than at covering all ava.ilublgl '

signaling. What sampling ic best will be discussed later in
this part of this report.

2., The Cost and Efficiency of Collection and Processing.

guch consideraticos might have little weight if the intere

ception of the huge bulk of 'vere easy or chesn.

Bowever, the present interception system is a global operstion

involving,m:lpeople neseded to man, to service, and to

B (3)-P.L. 86-36

-50 UsC 403
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(Trom a total of ) in some ,,

statioas, mwum‘mnwummm

the primary expenss of the communications Wcaob.
Clearly, th.bunorm.uwgdmmnuub‘

desirsble or feasidle to intercept -ndprocm depends on the
cost and difficulty of interception :nd processing, and the value
of any interception incresses vit.ht.hc spesd and efficiency of
processing. The N8A has long puraued vays to relieve manpover,
to make interception and pmcxeifsing more sutomatic in the field,
and to reduce or eliminate the considersdble duplication or over-
lapping of message cstch,/'/ HBowvever, the strong emphasis on
problems oq:léryptm.mis togsther vith the day-to-day struge
gle with sn overwhelming volume of materisl have left too little time
and effort for the vitally urgent problem of improving methods of
collecting and processing intelligence.

The recrganization and mechanization of collection and
processing 1s a complicated and, indeed, a highly technical problem.
It is discussed in somevhat more detail in Appendix IXI. It 1s so vital,
hovever, that something more should be said about it here. It in-
volves many sorts of needs and possibilities., Among these are:

Mechanization of Morsse code reception.

Investigation of whethsr or not an operator could use a
broad-band receiver to monitor many frequencies at once.

Improvement in the quality of interception through improve-
mont in antennas and receivers.

0
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wummmm |

wuumammu
memm.mmmmm
processing. . I} :

m—mmmawm mw-

The possibility of editing and von!.-rcoomium by nnoh.tm
16 the srtomatic meognitimﬂ,cif v huve soen thet the mly |
hope of exploiting the| " ,, /o ”
frirly frequently (-bout oace in 3so hau'a of tranmicuicn)

v‘tnchoccur

Itinposaiblctodutoc‘bmostoralloftheu

by means nfadevim called o

vhichvulnombetrlod !

'ﬂnh@orbmceof‘amhadmieecmbemer-

embasized. Itausecoulxlpmvidemcmicklythawrtof

cryptenalytic material. v-xtm in tuc effort to wloit the
In the event that itbeco..oepossibletoxudtqulw
the besis of At could identify potmtinlly readable ma-
tertal prooptly. macmlmtmuaeoq |

deserves groat anphaais. The pozaibility or|

detection in the overuhelmin(_;ly more dif‘fi(m.lt. problen of

ahmxldbe investigeted.

3 Aress ut Intercg:tion.

&lentleuvckastbecontimmdonthe interceptiom of
linhmduhutmr:wmm rotor machine
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traffic is found. In this fleld it appears that 1nta§c

be global, and include surveillance of all countrias, :

of present political alignments. Apparantly th.l ilxhn acceptable

present view.

Kowever, it appears thst certain countries,'uucn as

and oth.rs do not, for

crie regson or another, get real attention.

The virtual lack of interception by the United Btatel

Trom /@” 13 a cauae for

concern, A powerful receiving station in ‘the Texns area ahould E

be valuable ﬁf f f Such a ltation

could 2ls0 Berve as e gite for field trials of antannas and other

equipment.

4,  Importance cf Coasolidating Ef ort of

Most of the foregoing uiacussion hal been concerned p*i-

merily with /” It has becn mad. clear, howvever,

that most COMINT material Loncerning currently comes from

interception and that ve may most

reasonably expect this to remain true in the future.
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mmumm-mmumw
and evalwation eof such signals. Further, the oqpip-nt lnd peTe
mludhrthilmotlﬁmcpthncwmhhm
mtmumwutiﬁtiummmum
at the same stations as those used rorwfnimll.vhmm
various radiations nov compete for facilitiel and attention.

The sizs of the Job now calls for unitlrof effort. Ve

have seen the magnitude and cost of the”' 1ntarcept

problem discussed earlier. Together uith this ve face a tre-\
mendous volume of valuable[:::::::::]intercept and a Jreat ranég

cf these other radiations. In vies of the urgency -f the need 1

for {nformaticn froan

scurces, there can be no hopnest end Informed excuse for a duplie-
catlon ol collectins cr proccossing activities, or fur a scattering
of talent mnd effori,

Tecrhnically, duplicatlca .r separate operation of inter-
cept sctivities tends to put us in the dexngerous positioca either
of liaving ever;y existing scrt of intercept equipment acsigred to

each celegory of intercept, in order to keep current during the

ipevitalle technical changes iv frequency and modulaticn of

trewsmission, or of being lefi out in the cold, perhaps a.ty\,»"“yn moat
eritical time, following changes because the only azaprwdate equip~
ment 16 used for other and perhaps less well-considered ﬁurposen.
(b
(b
(b -1
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Rurther, lcputtion of u:tivit&“ into COHIll'l' lndl.IIr,
may lead to miaintm-pretation of oignn.l even vhen t.hcy are inur-
cegpted. Those nctive in ELINT a,‘ppurently define n_m as uu'
signal which dou not to their lmovledgo Ccarry voice ox- tm

I:l signnll, and pa.rticularly

might. give little ind.ic.tion of

their voice or textual charascter to one nmot vitally interutodin
COMIRT. ‘

The growing difficulty of intercept, as morc and nore

traffic is carried by and the croving

variety of uses and subtlety of modulation of redia*ion, call for
the maxiirus possivle coordination of all interception activities 1n

order to achieve tne maximm in both penetration and ut.iliution.i

greatly strengthen COMIRT activities.
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TOP SECRET—EIDER



Antug wiers of forvign tmislligenes, siagle ecllestiem
aad prosssting of interospt L8 pydedly the mest sootreversial
poind of e United States’ WW. In Wis
Punel, bowever, there is gbgolute 80eord. Based en ths knoviedge
of 1957, and ve oould pearvely have resched this oonclusion &t

g-munun. ve deligve Whst all Ppresesging prograns of
|| costrie, BINE, mot their relstives should be iztegreted under

Toe nstural tendency to & inedequste. mtq;r-nm 1s
rether unheppily i1llustrated by s nmbru Mtivity - laJ.l.y Flald
I:lpmfmu to be interested in talmmstering signals snd not
in digital tranmission of other infomation, but in preactice it

has been unsble te distinguish with ecertsinty ocne sort of truns-
mission from the other. The ecutinmued handling of KLINT sstsrial
by those uninterested or not highly skilled in COMINT oculd leave
nev and perhsps crucially vital sourcas of informstion untapped.
This extra-S8A intsroaption, handling, snd snslysis
1illustrates the close asscoistiem of COMOINT and KLINT in mnmother
aavizromeaot. It raises a disturding questien, hevever--Eov oen
such activities grov up cutside of the KA vhen even the most the
country esn muster for coe emderted attack is not ecough?
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o,

Mmmmwwﬂu, mm
nmumammunmmmnmm
umumwmmammzw
above all, 1tnwbotnmﬂ.mntofthomimafm
wvhole intelligence m.nlt.y l.t. t-he insccessibility snd oapunty
of recemt

mmoodmuitcmnotbewxdadummummm
wa.leoftim As the cryptanalytic|

UsC 403
. 86-36
uUsc 798

|:|h.-.s diminished, the natural useasiness of the military
the foeling of e need for overnight varning of a.ir ammenthaa
increased. As the backlog of HSA mtarcept presently spable
oc£‘| } thc mt;emr.l urgency for pr;npt pm—

cessing of intercept has insvitably dim.niuhed. ’By,coutm.st of

coursa, the Alr Force needs wmunlca* ions Lntell.igmce mremisht.

Its greetest present need 13 t‘or the fastest possibu.e pmcessin(.,z

of | |1n an orderly and ta.xt trn.fric shop. .n_ts‘
calls for | | Indeed, xan,y
Field hes achieved| |of ma.ch intercept ance

it macheathm(vhichwtmdwnorweeka) The Atr Force

looksmomandmratothismme anmunemmmmm‘

HBA muat be the natural guarsator

of keeping curremt on
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nmmmu“mm %ﬁnll&.
mmumx-mwmmwmm
nwtnm::

and recondite wvork of

mmmwmmpmmcummum. It
is uman and inevitabls, m,mmamwhnuoc
the Aifficult cryptenalytic work of PAOD, s tidy daily run-down

of all |zmrr1c hes not alvays come £irst.

o,

0 USC 403
8 USC 798
86-36
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wmpwmmm nnm-:u;.mnowm
dmmncymmmummutummm
Mummwmmum

realn of "eognizance” viﬂ:tootmmtlouoforrocuvm
bhnmmnctwmpmummm

merialmmuhsbgloav -:ld

be ancipbered by wethods increasingly difficult to resd. itu
tragictocontmlmthepocsibmtymaﬁ, mmt&mot
anargency, vital e:cmhemdmnllm.@t get into the hlnd.
ofcryp‘btm.&lyﬂtllesaahhthmtbcbeﬂltmm. an
more tragic to coanteplste the poonihility that some ﬂilinbﬂ?x‘.-

tation of ELINY, or evem of cam,m,vxmm

pmnmmmmmmmamam -

el

camumromam,mgxtp.muto-mwmm

e —— s ———— o e —-..._——-

mrtimsl_ 3&1@ or inaction.

The ELINT enslysis functicas-resolution-~collation—s

. correlstion—synthesis, right wp to Aisseulnation, vhich ia cer-

tainly the user's job, should be diroctly enrolled in the XSA.
Indeed, the noed for integretion of ELINT snd COMINT is well :
recognized snd vell practiced st Kelly Field. M.mnm
cmmumwpmemdmonmm&mw
as well a3 sound. 'msprobluisumhmotw:‘ﬂ
irit as of sny real daficiency, for the NSA sppevently menegss
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Is & worlawide oollection -:l M m [
mummmam-mmmmqm
handle commmicstions htolumu information prcqptly enough
toboortactiulunllultntexicnlut nxrou@outthc
military dcpartl-ntl thm is spreading, llovly but pernsivnly,

a feeling that rlth t.h. thwvarting of {ts cryptlmlytic orfortl
WWth-nmromdmnintoadoubmunbody um
ulzlsourcu go. This impression 1s fulse, unfair, and
terribly dangercus. A sense of urgency lnd umediacy is f@ant
in the N8A. Other wvays tosttack the quut.ion of speed of pro-
cessing will appear later, but would not a realistic exercin
irn which most stringent military tj.ming 1l impoaed be valuablc
to see what the present NSA network could do? ‘

Consideration of such an exorcise is strongly u.rged.
It would require, of course, a closc lia.ison axong all the |

services. It would be a cogent tut of hovw the total n lia~-

tion outputl |could be handled in an

emergency. Even two Years ago, at tho time of the study of thn
Techt!:al Capabilities Panel of t.he ODI Bcience Advisory Ca:nittu
(Meeting the Threat of Burprise Atuck, Pebruary, 1955), our

strong dependence for early n.rning on comzunications mtelliamct

b.-odon|

| |1‘hc situation is certainly no
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Yottery 20w, u.mmu-nmuu-
mwmmmemw

Mnty.hnlamhmmnw“nm
nwmxurmumnnmmmmm

caption as wvell as, oromm,thcirprinryomctmmm

coammunications. Also, | |um vell be murt.od

totcstth.-pedmdmhbmeuvithvhiohtheymw
Such a practice opcrstionnigxt.vaulhoveluﬂ:thnth%pmt
processing vhich the Air Force, anong others, Miﬁnblydmmdn
can nmwubettermhimdﬂthmthemmmﬁmy;WQ
activity (such as that at Kelly Fleld). If the exercise udnot
abhow this, the NSA would have the urgemt &uty to rvviuitl%pera-
tiona until this wvas 80, for the NSA has resources of tochnica.l
In any cage, the duplication of caammnications mte.ui-
gence activity, wvhich seems to be increasing because of ‘ccidanta.l
features of collection and the historie comprumises vhich ledt.o

the ELINT function, should be carefully scrutinized. While

beve greatly expandied the possitle infomstion

»



UsC 403
. 86-36
uUsc 798

sentent of sush Interesyt. nummmm

are beoaming incressingly conocealsd. Thus, ltuﬂtmwthc
mmuwnwermmw
Jobs are becoming untenmblas. Sigmli.ntelnmunllnghﬂm.
Recosmendations |

(1) Machenization of intercept should be accelsrated 1n Snll cun
in vhich human judgmnent can be dispensed with, Avaihbl.e

mnpoveralmuldbedivertedtommaccmumdeomplm

interception of new kinds of radiation and routines e.wmected

to yield the =»ost

(2) sbharpening snd mechanization a8 lctinlq

pursusd at RSA, should receive additiomal u:pbssis st t.b.

c.xpcnuof‘o-aofthe\muudvolmeoncctionnqwbeingg
(3) mmmmummtmmmmumﬁ;aum

COMINT within the N3A. |
{(4) A nev stsndard of urgency of traffic enginecring, lmludhu

delivery of contente to oconsuaers, nhoulnbcutabu-hedm

the E3A

{S) A glodal exercise should be planned and carried out to denone
strate the speed and ocompleteness of commmicsations intelligence

ho
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the speed of myply to the Air Joros, by & fully mobilised

ingredients should be included, es vell as| |

Fusion of these remxlt.vit.h concurrent traffic apalysis of

| |supplmnted by whatever fragmentary

cryptanalysis is possible, st the N3A to lsad to the highest-
level decisiocns would be a further valuable exercise of
total COMINT cepacity.

From the preceding exercise, as well as from current exe
perience, there should come sn overhsuling of COMINT traus-
miesion systems. Comnunicetion nets which allow proper field

distribution without, logging, or being stopped by, Washington
oparations, should be dgvised.
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o,

Wamwwmmmu
mmmmummmuwm&m
mtx-mormmmummmm Hh-:
tbcvoltnnofintcrcqttobchmdladmvmuhlun,,thcpd
wzs hard copy, that is, machine-produced chnr.ctm (typcmung,
etc.), in contrast to handwriting. mmmmwm

h\mnbeingcouldruditupidlynndmmuly roa::y because
the volume of material has increased snd 'bccaulc of -.dvmcoa in
mechine processing, the goal must be a tom of rocond wh:l.ch
machines canr read repidly and -ccurntely Paper upe and mag-
netic tape on which sither pulses or audio signals m recorded
are possibilities. (Whenever -pochl reading mchine- are econcme
{cully feasidble, undulmtor tlpc 1- alsc & pouihmty.)

The processing pmbln is strikingly ﬂlultratod by the

case of nnttrh.l, because mlt of chat take is

currently merely fed into the super-store of bgcklog. Eevarthaless,
this type of signal requires snd to a degree muvu constant
checking to look for evidence of mechine chn.nsu, different

routing practices, and so forth, We have lom that some of the
required immediate identification u:m\m and may soon

be done in the field. In the face of such extensive and Alfficult

k2
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Mmu-.mmum.nﬂ.-wm N
wmdm‘t—umw-ﬂum. |
Ihnhin. prpeelling should also de uo.d thrf”

is recorded in suitadle form, as diocu-nodﬁiﬁ Appendix IIX. i?‘ E

analysia of
are diminishing in volume, rvprncntl l.n art ihieh must be kcpt

vigorous for the treatment of m.teri-.l froa

rcquirc a still dif-

ferent kind of preparation Co6r analysis vhich is, in this case,

mostly editing, vord recognition, stat.uticn.l surveys, and the
likxe. PFurther discussion of this 1is included in the next pert.
2. The Place of Processing in the !IHA.

Processing and analyais are pru:uﬂ

The Panel finds that research and development at the N8A

has been busiest in comnection with prep.rl.tion of material for the

cryptanalysis of] cystan and in machines for

carrying out some computations required by crypteanalysts. Pre-
sumably, this wvas considered to be the area which would benefit
o8t from scientific and engineering studies, The research and
development activities are, however, clearly identified, not as

cryptanalysis, but as the provision of machines accessory to

k3
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w,ummmammm
mmmuwmuummwxu
quMofﬁWhMorWMm

W‘uﬂm‘tmm«nnmmmum

vith ‘eryptanalysis. | ‘
Of course, it 1s not surprising that t.hc nmuon?or

processing and even analysis should manifest t.h-nulm in tcm
of equipment. Hovever, we assert strongly thst idm and -hstra.c-
tiocns must be more fruitfully cultivated in son. form in a rgsea.rch
and dsvelopment area. The research and davelopment. aress uust de-
velop their own viev of fimmediste and future "‘;’])oa!ibilitlel and
neads in the whole field of data procecsing, and also in the rield
of cryptanalysis ftself. In the case of cryptanalyua, a concretc

suggestion will be made later.

3. _The Place and Promise of Computer Devtmt in Crypta.nalysis
and Processing, ; ‘

Computer development 18 onsmﬁm, but it 46 no longer

the way out of Hehawminedthe

question of whether the development of anslytic facilities, mostly

in the form of computers optimized for the

systems, can in itself lead to a soclution of these systems. Ve
Teel quite certain that it cannot.

The strategy of developing both certain special-purpose
machines for comparing and counting in cryptanalysis, and the
drastic speeding up of large general-purpose machines for the

by
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e BNealN o

Ay exploitstion ot

Will inevitsbly preas the techmnoe

logical cespabilities of cu:;mt.en to the utmost. Hhile the nominal

goal of and vhile

millimicrosecond pulaesha:\reboigm achieved using trensistors, the
anwotWrWts@MMec. The Fenel
ﬁvomthecumtattihﬂomt&mthﬂmmhmm
thom.rﬁxtmi‘mndiullydi?temt arrsngements of coavens
tionsl elemsnts, perhsps cambined gi(ithnudﬂicet, than from the
mere such speeding up. (Inthalaigm,bothunetmor
udmeovillbecmbinodtoreechbéymdthacwmthsof
either alome.) Certain lort-otqpoétll ArTengsnents may coms
mmmzvmm,mwﬁbﬂa-mmmm
in anslytical processing speed--a p.i.nwhichhubmmtly
sought for ysars. i

However, 1tnovmemboth£}:stthoxulisd.&mofth
mwmmtyxummw,mmmmh

total it vouldl provide is far

h5
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guters, it believes that seversl specisl- ,in

of a 100- or 1,000-megacycle machine.

Special-purposs computers ars cttnwv- -wuons L
the cryptanalysts’ desk snd mind, !een enginecring lkilla uhould

be put on full use of the editing—typc machine Junt dc-

livered, which was designed at NBA to read certain nanual u:rse

codes and follow some 57 possible 1nstruct10ns. NSA hns already

conceived 8 modification of this machines to reucrd in

menageable form the tiwme intervals between reference points (axis
crossings) of a sigpal. Since auch intervals contain I‘requency

infornetion, further modiricution might yield a auperbly simple and

ef"octive way of examining vast, quantities of j 2 In

any case, such high-speed editing machines has about a

20-microsecond cycle in 1ts coru wemory) seem to be a principal

hope of menaging the flow or material that will have to be

filtered if fragmentary preaks cggﬂpgﬂygyxewintOWcertain sorts ;Eé;_5o Usc 403
) (3)-18 USC 798
04[:::::::]trlrfié; ‘ }(3)-P.L. 86-36

Bayond editfhg, however, it would seer that computer 2
development should turn towvard involvement with the senior crypt-

apalysts' daily vork rather than toward some heroic, generel-

purpose, centrul;zod machine. While thel

prograa (vith a machine perhaps 100 times the

hs
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qunyormmgwmnzuma-«wwtoswm
dm-du.uumltawm-mw
logle, e-mmup.nms.ooouumm,unmh)
unmmmmmutmn,uummmm
bcturmdmﬁltonrdnkingitamlnhlctoemmu
vho wizh to do fast but frngmntu'y prograza. In.ddition,

speclal-purpose ml.cninu, such as t.he| vhich vas oonceivod

for such tm-nhn.ring, deak-nc-lo use, lhould be rapidly mctended,

a8 indead FBA hu drea.iy planned in connaction with an e.cpamion

of the| ype of facility.

L, The Need for Fundamentai Advnncel 1n thc Cryptanalytic Uae

ol gggzuters.

The Panal has conveyed 1ta specific Judgments ubout

the nature and use of nachines in crypttmlynin because it ‘be-g

lieves that the central hope .f ege“tual advence in

‘requires that the sorhisticated

cryptarelyst learn machine lancusge end prograrming thoroughly
encugh to formilate a sophieticated machine attack cn e code.
This requires the solution of extrerely difficult problena: |
the formulation in clear terms of cryptapalytiz .ecnniques,

and the adaptation of these technigues to machine larguage or
the develomment of an interpretive language in vhich they may
be easily expressed--an interpeetive language woich machines
could translate into machine language. These are problems vhose
solution will require much ingenuity and a great deal of time

and effort. Happily, we have seen 8 modest beglinning of this

TORSECRET—EIDER-
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in the EHA, Nowever, mummu-uummm
prodlems of mechine design or ycrror-nco. Scme at RSA have
recognized this, but this recognition 1s Mt.o bave its major
influence on the nature and extemt of what i dnm. A careful
swmmary of this problem and its position at EBA ;ppnrl in
Appendix IV. |

The Panel applauds the preperation and use of\'\‘rgriou:

special-purpose machines for rotor simulation, including the

and 8o forth, It urces that these be extended es promptly as
possible to the examination of made-up problems which can furnish
direct informaticn on the cipher lsvels we may face as electroniec
rather than inechanical combinatorial devices become customary.
Recomnfifféguions

(1) Computer plenning, especially in ths R/D stage, should be

rvieved in terms of special programming rather than of
over-all (exhaustion) capacity.

(2) Closest possible connection between a cryptanalyst's formie
lation of sclving a crypt and a general machine language to
express this formulation should be attempted in new machine
design.

(3) Computer facilitiea ahould be specially plannad for easy use,
as are some desk-access machines nov available at NSA. More
casual attitude toward their use than is so far thought

norzal should be encoursged.
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npum-yurpouwmint—-umrmhchoul& “bo

neglected because of the prcuiu of the rormer.

V. FORKIGN Inranxq;néx BOURCES SUPPLEMENTARY TO

1, | | Sources.

Pregumably the infom&ti.o'l contents of m:& u.-cret mea-

sages are actually rerlected m waes of accessible comnuxucatiom.

Despite the nearly perfect concel.lment of

commniw

tioms for the past u'verll ya.ru, ,t.he mtelligence comnunit.y hu

pevertheless boen getting meortant indications of

reasding Bs the most we should expect from

| Bince t.he Pmel has emphasized fragmentary

ciphers in the foresee‘ble mtu.re, it may be impo“.ant to look

into t.he technology of the thriftieat coupling c; urhatcver

I:l 1n.tormtion ther. 15 with the great mass or

of such coupling in ln autocracy like

Indeed, comparatively little is known about the realities
It may be that a

useful political lq,imco-cconmicl study could be made of the way

L9

"ﬁecilionl end sactions are anticipated or reflected




by & mass of dlsseminsted |

such as in

connected with

dertted from such a comparison would be of vital and 1

usefuiness nov and in the future,

problez of actually sorting through

We should also keep i. mind that |

" and many routing

activities are regularly deciphered rruml

systems. Presumably similar codes are concermad in %&e U. 8;

anc 1n1

certain of their internal comswmications in § 1 |

Thorough abstraecting of Bl revea.l

intelligence tradilcionally sought only in

In all handling of these auxilisry scurces of intelligence there
is supposed to be rigid adherence to the Users COMINT Objectives
List of some 12 items. 4 disturving unreality persists in such

a single list of objectives, which tends to concentrate sttention

%0
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hnddeﬁuubunorml:muamntdmw

fupplewentary, adjustable priority dcciuionn prob.b Edo,

surely should, take account of real rathar than ldtal exploitn-

tion. The Panel believes in the meedinto iqportance or an

operstions analysis type of study aimed at bringing the mans

production application of the Objectives Liat into line with

the best content of the

‘acontent

of several hundred thousana

message: per month.

As Appendix IV on progrumming brinns out, | there is

importart prugrese in the NSA

tovnrd machin»s which can rapidlv

exploi]

| 1t should bLe possihle Yo coa-

vert such messages to

text by uachine and to erploy

speady methods for scanning the large bodL c*® such cpr 1n con-

Junction with the scanalng of

interccption. Tho

scanners now looking for special words 1in ought as

soon as possible to be supplenented by word-recosnjtion machines.

A possible design for such devices is discusgsed in Technical

AdJunct II.

Evidently, the filing aand cross referencing of informa-

tion aftcs it is completely read 1c alone & formideble operation.

It too must bave improved mechine treatment such as can neither

51
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nm-umwmnsmmu.mjwe
mnnmmmmnu(mm
theless, here, m,nn;mnbu.pm. nuwa.m of

reference uau'blyvhi.ch u a stimulsting, if num, m:plo. :
:Lm_pammw &lchmob.joutiuvi.n
also clearly favor the mupmmmmnnummtmrér
proper use of the ELINT intercept. '

2. Urgeat Current Values of | | | |
mereisl operetions into 90 pr!mipal dutrictn m tamorarily
enrich the content of cipher systezs.

It is underntood that, while ruv mmls, nenufecturing, end
merchendizing or d.uu-:nmm miviuee will be controllad
locally, the research and dmlmt functions for industries
will be approved ml:mmen Aopareatly, treffic

early 7 f
ead so forth, Conosivsbly, sa important period accapenyins the

ooulﬁnovbo starting. Doubtless, much of the

communications concerning this will be sent via| |
=d particularly vis the rmpidly streugthening|
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meted caxliar, Web far the mab fov Jeses \ace 86) be Susepticasd
values 2 move maseive end dotailsd sttentien %0 the Wik of

other changes. Sixtlarly, the expending commmicsticus in

|vhile subject to

large fluctustions in both mcceszidility mnd interest, should ba
hendled by such seai-routing nachoniced surveillence meathods. 1 
fmeettitminthinvhololmudmm&odbymcwrde-é
mxnd for occult snd (perhsps unccxnmicsted?) military mrom.ltim
Tue conscientious staff thus becomes ocbsessed vwith ciphers--the
more Aifficult the better, A grow intellectually suited for
¢rytpanalysis must be strengthensd for that task, dut bhundreds

or even thoustnds of others in COMIAT should fwel squal ephesis
on assimilaticn of existing, accessible infommatiom.

It wvould be interesting to know vhat tactics the

find most efficient in using the grest bulk of militsry and com-
mercisl intelligence that the fros world apenly comrunicates and
ofteas publishes in pspers sand jourmals, What filtering system is
applied, sy, to the Nevw York Times, or Avistiom Week®
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Relaticns of the RBA and other parts of the intslligence
commmity vith allied nations seexs alresdy of great technical

value snd should be discrestly expanded.
We have long linkodl

-50 USC 403
-P.L. 86-36

with much of our activity. As vas eonﬂncingl; 1@11111 tho

report of| |to Direct.or of l&l,

LUS eooportuon is a tremendous adJunct.

to our own highest skilla,

Our contacts with communicationl 1ntelligence practicel

and techniques 1n other

COuntries like the ch revnrv;ing,

especially in connection with systems,

and snould be cultivated.

VIi. K8A--THE HATIONAL RESQURCE FOR COMMUNICATIORS INTELLIGENCE

1. The Need of a New Pattern for the K3A.

The Panel finds that the National 8ecurity Agency has one
of the highest levels of technical effliclency of any Government
office and deserves the ungualified aupport of the military and
civilian complex concerned with our nolitical and strategic
policy. This judgment is based partly on a clear and forceful

impression of the competence, intellectual stature, and devotion

1
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and offectiveness of the staff, but it also rests om firm
scimmtific bases, inoluding evidence that informstion om weapons
and logistic cepacity comes more definitely from cosmmications
intelligence and properly related ELINTY effects than from any
other source.

As noted in the Preface, the Panel's recosmendations
about the NSA involve shifts of emphasis and organization which
are related to a viev of its activities sppropriate to the situa~
tion which it faces today and must face tomorrow., It is not
wvithin NBA's province to make these shifts either on its own
initiative, or on the recommendation of any advisory group. Only
clear leadership and guidance from the sources of its most basic
policles can create & situation wvhere these shifts will not only
be possible, but administratively obvious.

Given such "guidance from on high,” a most fundamental
change in outlook can, and should, be accomplighed. Central to
the NSA as 8 researching, developing, producing, continuing or-
ganization is the 1deal image of vhat the N8A should be, not only
ir the eyes of its adminietrators, but as seen by all of its in-
formed personnel, especially the many thousands of informed membars
of its Washington staff. Buch an image can deav KSA ahesd, hold
it back, or even destroy it.

Thousands of KSA exployees are most devoted and intel-
ligent public servants, skilled in technology or administration.
They are largely denied the satisfaction of public recognition of

5
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the satisfastion of being knows to be wrking om an ilpurtlnt Jrodlen
for the yublis good, as would e the ocass Af they 'agyid et Loe
Alamog or Remo-Wooldridge. M,Mh:nmﬁt,ndm-
tinue to seek, the best sveilable substitute. wmu
amhtormomiummdmvﬂ,tbqhsnww
ummmuammnumm
war time sccoxplisiments <l a tiny group of inspired ané ezinent
eryptanalysts. The supply to our military and diplan-tiy heads
oftheimmrmntJofomrpovm\IIlhrunl‘micodneh
caonnot be overestimated, one that cammot, and should notﬁicvar
be forgotten, i
However, cver the past decade, notwithstending t%o coge
stantly incressing skills of our cryptanalysts, our accoa.}to the
I |

Raturelly, the axbition to regain this access and the search for

vay to do 80, in order to continue to deserve the confidence vhich
they have won, &till constitutes & driving force for the K3A,
vhich accounts for many curious features of its organization and
operution.

Today, the larger part of the prime intellect and leadem
sahip of NGA 18 concentrated in the ADVA section of FROD. (This, o
cowrse, is the part of PHUD vhich is least concerned with
“production.”) Yet the enterprise and coursge so strongly dis-
Played here are despsrately nesded in other parts of the Agency's
operutian,
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n-_Muumdm"/ﬁm,
constantly greater hesps of material Mchudoln or 20 erypt-
analysts, experienced and capable of t@tiéiing such material, cannot
even lift, let alone survey. /

Conversely, the most/pféoling problem of the Agency, the
great organizational and eggi;eering challenge of exploiting
quickly, wisely, erric;gﬁiiy, and as fully as possidle, all of

which ere cur.ently actually or potentially

useful, has come as & necessary but not welcomed diversion to the
most skillful and original intellectusl leaders in the Agency.
N8A has most characteristically, under both its military and
civilian leadership, wcrked manfully despite this condition of
split personality, but its full potentialities in contributing
to the national security cannct be reslized without a recrienta-
tion in the thinking and atiitudes of its leading spirits, a
reorieatation on which corresponding reorganizations of structure
and function could be profitably based.

2, Broad Problems of NS8A's Research and Development Activity.

The researcl: =nd developmeni organization Las, wisely,
been encouraged tc take a leading part, in cooperation with the
other parts of K3A, in planning aund supporting KSA progress. Top
admipistretors in the Department of Defense and the EB8A have given
most thoughtful snd devcted atteuticn to the support and growth of

the R/D organization. The evidence and the record make it clear
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how thoroughly [isutenant Oemeral Malph J. Cenine ser and wnder-
stood the desp need, in a eentral commmnications intelligsnoe or-
genization, for a vigorous research and development organizstiom.
Great strides were taken during his term as Director, but, as
General Canine potnted out in his testimony before this Panel,
the job is far from complete.

The nedd for adegquats contactz with extremely competent
outside scientists and engineers wvas clearly recognized at an early
date, and the official position of such consultants wvas strengtheneda
by the setting up, in 1953, of a Sclentific Advisory Board composed
of eminecat scademlc, government and industrial scientists, and
assistel by panels of consultants in mathematics, electronics,
and telecommunicaticns. By and large, however, the members of
this Board continued to operate as individual consultants. Besides
the Robertson Report of 1953 on COMINT as a source of early wvarn-
ing, the only example of & ¢collective study of a broad area of
MAA activity would appear to be the 31 May 1957 report of the
8cientific Advisory Board's Mathematics Panel on the use of
mathematics and mathematicians throughout the Agency. We hope
that the clarification snd readjustment of NBA goals, recommended
in our report, vill be accompanied by a ltmgthening of the
Scie-tific Advigory Board as & source of vorking groups concerned

wvith the technical mspects of many more broad prodblems within the
Agency.
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ihile the top adxinistrutors and the Scientific Advisory
Board eontinued to emphasize the central role of ressarch end de-
velopment {n NSA affairs, the necessary persons, exparience, ideas,
and insight could not be crested overnight. In partially adspting
itself to nev times anc nev problems, the N3A faced obvious
problems of development. It was natural, and we believe wise, to
press first and hardest on development. However, Genersl Canine,
himself, bas expresgsed to 'z his belief that research has lagged,
and that this should be corrected.

AHp) (1)

In part because of a sequence of fateful events, partly - ;) (3)-50 usc 403
A 1) (3)-P.L. 86-36

triggered by the emergency ccnditions of the

aggravated by many changes in to: personnel, the 1ntention/;ﬁﬁt thcg
research and develcpoeat organization should play a cengrﬁi role

1s 5till far fror realization. Wuile there is contigu’i/ng end, 1n
many respects, effective build-up of the R/D progpéé, tne R{D
organization seems never to have assumed the qgé;ssary leadership
in fo: idng a patternc fou the stealdy renevn;/éf RSA.

We should emphesize that thisﬁh;s not been because of
lack of over-all support in elther fuﬁ&a or people. While further
expansion is currently sought, thg/éontinuing growth of the R/D |
operating budget e
in 1957), together with thg*ﬁresant size of the organization

’ihovs that administrative support of the

R/D complex has not been absesnt.
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ihat has been absent has deen & recognition of BSA's
role in 8 nev ers and, specifically, a recognition that yesearch
a8 contrusted with bdoth production and development, 1is aa sssentid,
central function of N8A; a function vhich must de carried out well
1f NSA is to do its best against the mounting challengss it faces.
In less vivid terms, the €ifficulty has centered {n the intermal
aizs and emphasis of the R/D organization. There have been pres-
sing diversions from the path of forward-loocking leadership. In
particular, as explained sbove, it has been quite natursl for the
mathematical research group to turn toward PROD problems, instead
of systematically attacking certain baasic problems of cryptanalysis,®
and for other research and development groups to twrn toward the re-
cent exaggsrated emphasis on machine design. Accordingly, there
has been little chance for any substantial part of the whole R/D
organization to think and act together toward {ntegrated progress
of the NEA.

Because of this situation, the Panel recommends rether
drastic proposals for strengthening this part of the COMINT effort.
These are drastic in that they call for unusual organizationsl
action, bdut they continue the orderly growth of the past insofar

as aims and techniques are concerned. They are in line with the

¥ These are reviewved in Technical Adjunct III, Estimcate of
Technical 8ituation in Cryptanalysis.
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need for stremgthening research which has beem elear to ksy od-
xiznistrators {n BSA, as evidenced by such fur more drastie
Proyosals as PARALLEL.

3. mggcuuunorcmunmuormeyg:

As a background for the proposed changes, ve need to dis-
cuss further exmmples of present R/D work. Part IV has already
treated activity in machine design and performance, as it arcss
in connection with processing and analysis, although attention
vas not there dravn to the unfortunate division of machine de-
velomment activities between MPRO (in PROD) and such R/D con-
stituents as ANEQ, MODL, and ENGR.

The basic science groups in R/D deal principally with
physics and mathematics. Physics is supporting, wvith justifisble
pride;, a number of important scadeamic researches. Those devoted
to the uppar atmosphere, with their implications for propagation
of signals, antenna performance, and related basic factors in
interception, seem appropriate. Buch suftebility is also apparent
in certain progrsms on theoretical phyasics, such as the N.Y.U.
work on Maxwell's equations, although the quality and orténtation
of such studies might be improved. The work in thes field of
solid-atate physica is discussed brtefly in Technical Adjunct IV.

Engineering research activity in R/D 1llustrated how
alart observation of vhat can be learned from external sources
can be of the greatest value. The preoccupation of one group

with certain components for high-speed machines, especially with
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those usable in electronic roter stmilstion, hdtwn&utﬁ%

the E3A. This hmeMdmuﬁmmu-i
classified activitiss that should be firmly snd stesdily w
Yor instance, eleatronic rotor simulstion imvalving -mw
pulse rates snd megacycle stepping retes can and should muwt
strongly with modern camunications developments for pulse mmtim
and handling. FPurther, such techniques could inspire systems for ,

<b><1>
COMSEC vhich would protect our position for years to caze and “ u -50 USC 403

) P.L. 86-36

szme time give us poasible insight into t.ha most ﬁ:mtcnmg n-chme

advances by foreign powers.

The canputer progras affords an important ﬂ_hu-

tration of how the program of this part of R/D should be revised,
once the revised objectives for the NGA are put in force. The goal

of the 1,000-megacycle repetition rate can no longer be regarded u

a near magic solution to the problem of bresking

ciphers. Thus, a back-breeking effort to achieve s camputer of this
capecity is unwvarranted. Op the other hand, a shrewd, well-engineered
advance toward this goal should be of tremendous over-all importance
to COMOINT's general capability in the years to came. From this broed
view, however, the effort should be to establish a new level of cam-
puter dezign, such as recent canceptiocns of microweve logic appear to
offer, rather than to rush a computer to campletion by san extravegant
expenditure of both momey and of our technical resources.
In contrast to some of the research discussed above, some

of the mathematical work (and some closely related work) in R/D is




-50 USC 403
-P.L. 86-36

clearly pointed toward the best interwsts of E3A. The m u
interpretation of the interests end sctivities of this ww a-u-
cates good insight into the basie needs of] |-
mummm-mm,hmnu-mmmtupmm
& nev emphasis st NAA. In their four divisions, of c‘ryptogrlphic,

cryptanalytic, statistics, and methods research, m'- mthmticim
have begun a systematic formuletion of cryphnaly'is that enccmpa.llel
many of the improvements advocated in our ducuuion of proceuing
and analysis in Part IV. ' ‘

The statistical division's achievangﬁt of a prograa tor

0 UsSC 403
3 UsC 798
.L. B86e-3¢

"Ul—‘U'I

13 a bea.utiﬁ:l single

exmmple of what must be repeated meny times 1n me mture !!113
was the sort of capitalization of lea.mina about the ﬁmdmentals

of sophisticated mechines ret'erred to in earllier pzu'ta l'urther,

bymemsofthiapmgramactuallyhas

found intense e&pplicatiom during the|:|1n reeding messages

vhich were inaccesasible to earlier techniques. PFurther significant

progress has been mede in snother connection with ﬂ:4

in vhich programming techniques exhibiting some of the buman judg-
ments of the crafty mnelyst are attained. This vork seems to have,

in KSA opinion, something of the position of harmless but not

#The Panel sgrees generally with the recent report of the Msthematice
Panel of the NSA Sclentific Advisory Soard (31 May 1957) om the
need for and progress toward "a unified science of methematical

cryptology."
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Lirst-order activity, but, to this Panel, it sppears t#’h- closer
4han enything else to the sort of besic work which tyﬁxrtnnl bel Leves
%0 hold the best hope for progress in ea-uunxo-xtangf1nt-1113;nco.

A. Needsd Changes in the Basic Begmentation of the NSL

The next logical development, ance the central role of
research for EiA is recognized, is to a-ccent:unteand strengthen
resesrch. That this will require the bringing together of the best
research abilities of the HSA {s obvious. ‘Dut this vill require
a separation of research from development unot quite as obvious,
but the Panel's studies have indicated thigfto be equally nscessary;
in fact, the Pencl has become thoroughly convimed thet this separation
vill have to be orgenizationally deeper than the Pangl believes likely
to be possible without special action. "D:le basic subdivision of com-
munications (end, as elsevhere recamended, elctronics) intelligence
activities should thus be into productim, development, and research.
A1l three of these flelds of tctiviﬁs' should be recogaised es of
erucisl importence to KSA's ccmtinuing functions of supplying critical
intell igence.

The Institute for Camﬁinicutions Intelligence Research. The

central proposal directed tov&rd sharpening end accelerating the NE8A

assault on ({s the establishment of an external-~

internal organization for research (a cover name should perhspe be
used). This organization, like the AFC's Los Alamos Laborestory, or
the DOD's Wempons Bystem Kvaluation Group, would be operated undex

external contraet in close association with all the rest of the E3A.
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Such s orgmisation would &iffer fram that propossd in
PARAILEL, in that, like Los Alamce wri WENI, 1ts perscmmel would
dsal with the substance as well as the abstractioms of REA. This

substance would mainly consist in dealing with the most 4ifficult
eiphers, though but not beyond the point that thay were broken or
reascnably penetrated. The branch would be composed primarily of
the mathematical and basic research parts of R/D snd the bulk of
ADVA from PROD. Its leedership and staff would have professional

and economic levels fully comparable to the best scientific activi-
ties snyvhere in the nation. This has indeed quite generally been
maintained at Los Alemos, despite the high secrecy necesgary there.
It 1s believed that the growing activity in the country in the
coxmunications fleld generally, and in camputers end data handling,
in particular, will provide an incresaingly satisfactory interaction
for the professional expression of many members of such an KS8A braach,
even though most o.° its work is highly classified. That is, there
will still be a chance for scientific exchange with, and invigoration
from, rapldly groving collateral activities. Thie could, and should
€0 considerably beyond even the praisewvorthy but relatively con-
streined SCAMP cffort.

This proposal would overcane the somevhat confused objectives
vhich now exist in the ESA structure es a result of the sincere and
diligent effarts of its leaders to adspt it to the bewildering
rapidity of change in demands and pressures vhich it has felt almost
weekly in the tense and speedy atmosphere of foreign affairs since

Korea.
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By this yrqposal, the Whels yemaining structure of RSA
vould be resiied for & unified and pre¢ise adjustast to the needs
sl oppoxtunities of the day-to«day ocommmicstions intelligence
struggle. Further sdjustments may be oconsidered in ordar of their
separation from the Institute for Commmications Intelligence Ree
soarch proposed sdove.

Development of CQONT jpparstus epd Systens. The offices
of the R/D orgsnization not included in the new Institute, and cer-

tain sections of the four PROD aupport offices involving development
progracc, especinlly s considerable part of the existing activities
of MPRO, mhould form the develommert orpganization of BSA. This
cremaization would have the highest culling to transfom knowledge
€ 0 mopuaratus decligns into practical end usable form. Presunably,
tuis orcaniratian would scyve both COMINT end COMIEC, It would
provide the best fucilities for cencryptlion, decryption, processing,
an’ interception that can ve ettained. Above all, this orgenizstion
would hare a chance to evaluste end to select objectively from the
very best froa the vast corxplex of nmgthaunmtics, physical science,
clactrical and mechanical engineering, and systems rescarch that

ig dAsily sccumileting in commmicgtions and data-handling fields.
This seloction and exploitstion csnnot be done while the develop-
ment effort is dispersed and presomitted, partly by fusion with

the basic research progrem snd, even woree, by fusion with cperating

divisions, such as PROD and the COMJIEC production area.
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demmmmmmn. uwu
hmmmomnmm and exhibised u'nriml
wuwmm.wwmmmmdm
appropriate areas vhich can give the best intelligence mxa. |
Critical in this, mm,mdmumuymww 1
spply the highest efficlency of modern syetems engineering. 'mil
does not imply deficiencies 4n the current adminmtratim,; but
rather a basic reorientation of the motives for PROD, t,aking into

sccount the patterns dlscussed in the beginning of this purt and

elsevhere in the report. Throughout the persoanel of saae

menbers, including both civilians and military, spanning t.he widest
inmaginahle ran.e of t—ainiug end instincts, there must be iomplented
e uniform cormwviction of urgency and currency--& certainty that they
arc daealing with the possiule and the inmediate. Thie sounds naive

when we know that under any conceiveble circunstunces ularga part

of the actual work of FOD offices, such as COLL, end pertaps

ALLO, are inevitably to build up backloge. [Keverthaless, the attitude
can Le that even & backlog should be built quickly and, as far es
hendling of raw intercept goes, the more backlog the more merit!
This, of course, would be backwards froz the present system, in
which the final reading of the bhardest, and hence most belated,
code ig the essential gauge of merit in PROD.

PROD is, after sll, the shadow of the military intell {gence
groups caollected together for the HSA. System rather than content
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untu:-u.nqt.h.critarum1'!::&:11.&1»‘\0th-omﬂ.l-:”i tho

diverse nilitary consumers. Mrtrﬁitimmmhth:tnm
mwt,mmm,aﬁmmumxmm “
Mpmmmmumwmswa
nthmymmtoftecmzcdmeumaeinl

2. Folstion of N3A to Progrums of Other Agencies :
etemu@huhmmmtmthaﬂmuthatwcm

really suypport, at least in breimpower, only one HSA. I.O-Je:ve:;,a%

tho conscienticus centrelization of commmications “

reflly also rezas, aund dansnds, refinsd coonunxtion wiu otaer

irtelligence ageucies, particulaerly CIA snd FBI. F.s.r_icr dis-  :

cassiwis accanced the reuarieble values that u.ct..ur.lz.a

r=lgisd to COMIHUT now easune, with single machine pattenus .,uding
accese to lnmdreds of thoasands of essagses. |
The Panel balieves that technical advauces mmuld .._t'-a..t
nore end more collaborution between 1S, and CIA. Detailed L unmnb

of a-ent operations is, of course, not an amn for sul purtwipa:tion

or copnizance. But ths techknical techniquea ofl mtert

ception, such as| |

|can be irproved throug,h
close technical collaboration betwveen representatives of COMINT, |

CORZeC, and various branches of the CIA.
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Juigaents of the Pansl ooncerning scisntific aids for

aativity are avatlahle separately from this reports. Bowever,

" in specifis spplications to comnmications intelligence, such es

oboervatimn of code bocks through safe unlocking, ve balieve the
FEI cspadilitiss are excellent. Mull mgpport of them, with better
extamim aof the FEI scientific work to other parts of the intelli-

geace ccmmmity then pov exists, is imperative.

‘Bowtere in the U. 8. intelligence cammmity is there even

a smal) m cancernsd with a contimuiing intell igence study of

fm-eisn cr;,*ptéloy and communicaticas security procedures. In such
a rield a8 bialogica.. varfare, for example, grogps actively study
current develo;mnta and endeavor to predict future weapons and
d.angers. But in cryptology and cormnications security, a field
vhose grea'ber mportance is budgetarily clear, we do nothing

explicit to obtain a basia tor preparing for the future. This gap

in U. 8. intglligence activities mey well have

occurred because the bmmauybetueen NSA and CIA wes hazy in this
area. The Panel hes no recr.mnendntion as to vhere this work
should be carried out, so long es ‘A‘i\«,;\la.ism vith both organizations
is intimgte. The Penel does feel at;rmcly that this sort of work
should be undertaken samevhere.

6. Eralopower et RSA

Over eand over, the Pansl hos aascrted that vhatever

strengthening the naticm can hope to gein n-m|
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mamwuswdmm nm
amm;mmwmww“m,
Mlubdmumhthmhmthmmu
well as appreaisted! m.m.ummm.
hhwtlhmwu,wtmhdmdhutmm
mcmitlnamtmhthooonmt. imuof.bemnberod' "good
professionels” 1s :aidtohueboentripled already (to s total of

about |cxpocted to become tap-level crypta.m.lynh, of AIVA

stature), there are still only cxpericnced enough to effectively
,,,,,,,,,,,,,,,,,,,,, ey (1)

) T 7 (b)(3)-50 USC 403
advance the work. (b) (3)-P.L. 86-36

For ressone related to the Panel ‘s profound couvictim

thal unabated assanlt on m-aterial is

requisite for our nationel position in cryptanalysis, reenforcement
of this select mour is urgent. Of courss, that is the intentiom
af the cantinuing recruiting progrmm but the tining is such that
we hope there is currently e positive teat of vhether new ganerations
of cryptanelysts will be evalved camparshle to the present remerk-
able dorzen.
All the techniques used in acsdemic and industrial research
to develop youngsters into outstanding resesxch men, including a
proper use of the apprenticeship relation, should be applied by EBA
in the cryptanalytic field, as well as in other research areas.
Studies at the NEA about the "psychalogy of crypteanalysts”
may ultimately help to identify them smong the population st largs.
But we lock for immediate assufdnce that through calemitiss of

¢
T
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{llness, etc., the tiny, critical oore of existing skills does not
vanish. Bven the cammmications ixtell igsnce capacities we thimk
wa have could then venish t00. (Bame of us bave talked to Panov,
head of the "Information Institute” in Moscow; his enrcllment seems

to be rising fast.)

Eremetntlong
(1) Research should be recognized, slcngside dsvelopment and

(2)

(3)

(&)

production, as a prime activity of R8A. This recognition
should be implemented by an organizational separation betwern
regearch and development.

The research organication should unite the besic resesxch
nov in R/D and the most pubtle cryptanalytic work, now in
the ADVA office of PROD.

The mathemeiical part of the research organization should
seek pranmptly to develop 2 basic mathematical foundation

of cryptology Nany valueble steps toward such an echieve-
ment have been pointed out in the 31 May 1957 Repart of

the Mathemstics Panel of the NSASBAB.

The research organization should be set up as a cantract-
mansged research agency on the general pattern of Los Alamos
ar the Wespons Systems BEvaluation Group. Like these
institutions, the research organizatiocn should not confine
iteself to mbstracticns, but should be closely related

to HSA's basic probdlems, differing in this from such

T
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(5)

(6)

(M

(&)

¥ (o)
(b) (3)-50 USC 403
b)(3)-P.L. 86-36

The leadership and staff of this resaarch organizstion
should, mareover, be on an econamic end operational besis
equivalent to0 the best industrial and ecademic institutioms.
The develqmment responsibilities of the NSA should also

be cansalidated. In particular, these will invclve the
development of both analytic and processing machines,

new cryptogruphic systens, end new systems of dats
handling. Components fraa R/D, fran COVSEC, and fram
certain sections of PROD, such as MPRQ, will certainly

be inmvolved.

The revised Production organizetion chould estaoblish
expedited systeme of inter:ept procecsing and enmlysie

so that its gonuge of perforance 18 currency of reporting
rather than a mixture of this with depth of reading, es

18 the present practice.

By systems enginecering techni-.es, PROD ashould create
procedures whereby intcrcept snalysis is continuously
provided for military surveillunce, even if the information
provided is limited to treffic counts aor even to state-
nents of the existence of foreign linka. This memns that

repid systenatic criteris for assizning intercept to



o) (1)
(b) (3)-50 USC 403
(b) (3)-P.L. 86-36

Jrobanle Smeeforereaiing label for various classes of
(9) Technical oooperation betveee RSA mdcn should be greatly
iproved, becauss cryptenglytic values of'
e 20 grout,
(10) ”A snall croup ooncernsd polely with fntelligence sbout

eryptology and carnmicgticus cecurity pructices shouid
be cstablighed within the U. 5. irntelliponce cazrmity.
(11) Zepecisl attontica mugst be cout'm:ally given to the
secruitceut of potential top cryptensliysts, and to their
desv domeat ofter enbry inteo K32, az by epprenticaghip

Taaigues.



THE YALUEE OF

A

that is working tmperfectly, eiﬂmrbecumotﬁqohnnictl failure
or frox operstor error. BSometimes, for exasple, !ulnnticll copy 1.

inﬁmcopyori.n

the circunstances of its tranemission. Great ctfn't 1s being madnjﬁ

,ﬁr

| |ransnu hi@ as 20 per cent, tmt. ”

At present, estimates of

a nore reasonahle figure would be sbout 3 per cent. Mt u,

we did find a salution to the use of

we ghould have access toa.tmoot3perceutafthatrntfm, and
we should have no choice as to which 3p¢rcmtt.bh vouldbo.
It vould be, however, clearly s falulous !P'P fonard

It s sad but trus that, thou to date bave

glven us a falr sencunt of knouladgna‘bo;t the

have | |*indood, there 1s absalutely no

'
)
T

!
0 Usc 403

5 UsC 798
.L. 86-36



el )

8 Usc 798 e
.L.

more likely o underge small Wt orippling

86-36

vill-ako fowar mistaskes and hence the fre-

Quency of|

(1) The size end capecity of our camputers is
increasing enormously, snd with them our
‘ ability to hanfle such problems.
(2) Our store of copy is also steadfly incressing.

“ The intense study st the KZA and by outside study groups
(m)humtmly-hmmligndwmyorwm.
Mn&wnwuonmummwmw

as the anes, tut 1t also suggests that such a vulnerability

12
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might {a fast met exist. Mo sheuld ROAS thad &9 & large sxdemt euy
Ul secTeLy 3ystems e very sinilar to theirs. Gme 15 lod %0 om-
sider eoxhemticn technigwe, wiich sre exbensting ach enly %o the
sysbem being sclved but slso %0 the mmalysts. This metter 1s
discussed in 4etail in Appendix II, "Information Theoretis Framewark

of Cryptanalysis.” Although nl Iﬁ' ,,,,,,
al tarnatives may be cut dowm ) ,

1

3)-50 USC 403
3)-P.L. 86-36
t

hmtdocmtmmtimmluﬁm-oﬂ

the bomds of feasibility, mnwmmmm
mﬂ_ublcvitbinﬂnmtﬁnnm ﬂhartcubtoﬂnreadm

of | |’\lhinh vill by-pass ﬂ:sc dandly p-.th of uhnmtian

must came, ifthc:rcnncanottm, byfund.nant-l mtarc.h m
eryptogrsphy and in machine cryptunlylh, ‘ar rrcn-infum.nt.im

abcut ciphar machines.

A decrease in t.bl[ / | 1a ot m 1dle

prognosis; 1t h a.n uuhluhed fs.ct The frequency ui' rooog-~

|:|1- naa.y d.ccrea.sing We may hope um: mtamtio
techniquss will lud to -ut:anati.c recognitiom dm:lthn.t

mmmamtmmmmm|

availahle f.o'u.l, but um-.um to be 1ittle mu:n %o suppose

ﬂ:atﬂnhvmmtholmgnmimmomwmnuat-bm

:lbecm milnblc.

It-hmldmturﬂ_lybo-phuu.dtbatmnddmm

rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr (b) (1)

in nctiviti.u {eig:; the usaally prodnces e ee 1o

(b) (3)-P.L. 86-36

a of all kinds, including outright trenmission of (b) (3)-18 USC 798
1-3
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-50 USC 403
-P.L. 86-36

sless text. Assooiation of |

the tayartmoe of m K ‘
m.mmnmouuumuuuuw’um.
state of resscnable alertuness for| h e u.u, P u-mh:uo

hmw-mumdmtdm. Ithp:rob.blo
htmyno&nthovﬁlm,mttm.mwtmmu.
Mdmﬁu,mmmmomﬂmﬁﬂummﬂ
Itlhouldbokcpt mmi.md'dut,miflolutimldom
mhmDimcmm, thhwuldnotmult naprmpt nooa
of cleer text. hchlolutimmldpmbthlymlconsm:rahle tine,
and,inmycau,mmmyafoolutmmfmbemu

is likely to be small.

The main value of| yeaterday and tod.ny 1s lﬂr.ely to

betheirmainvuluctawrm 'Iheybmnermd,nndnwe:@.ct
thmwomtm.wum,uwcminsmmtlnrmﬁmahant
m-mmmmmmam.mcmwm
systems. The inrumatimt.bayhcnpmedhu notbomd:.mlicam,
eitlwruathnlc,orinmmtialwt byuxyoﬁur-ou.me They
u’otheminfooddcryphnlly-h. Orea.teﬁ‘ort-tomog\i.m:
upocinuydm'insthoenxlyungnad‘umny:m,mw
valuahle.

hm,mmujutm.mtmmm,mdmly
scaall mmm, unt|:|u pm-nuy recognized and bandled,
villpro&ncemdlhlotexttra fopy. The present frequeacy
Cmmm,mnmhwwm,w




&Eoiag erisos or in time of var. Tw hupe v Rava of moos effuwsidvely
mlolth;I:Lm“danﬂdmmd

-cmn-(oamut-n-) for their recogaition emd maalysis.
mwmwmmmmdwnm infureation

wm,undthnirnrl:idmtiﬁn;timmdhmdowh,md

vill remain, very ilportmt,
p) (1)
( ) (3)-50 USC 403
{

b
b)(3)-P.L. 86-36
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Jescent years heve ssem conxidersbls progress, particularly
oo the mmtheastical side, in our basic wndarwtanding of efyphmnalysis.
This wdsrstanding can coovenisutly be summarired interns of the
oconoepts of nodern infomation theory, though most of the advences
ectuslly took place wvall before the formulstion of the theory,l
The problen of cryptanalysis nay be formulsted in information
theoretic tems by the simple cbservatiom that t0 decipher s mes-
sazr ve peed infomstion on the type of enciphering aysten snd the
particular kay used. Buch informetion must, in wost prectiosl
caccd, be recovered froa the intercepted messegs itself.

In termns of information theory, hovever, the quatity of
information in & message 1s relatsd to the 8 priori ststistical
structure of the ensenble of massagns of vhioh this massage is but
ane representative. It is anly by the relstion of the message to
pOne conveivable snsenble thet ve oan laarn about the system frm
an encrypted message. At one extrame of such structure we heve
purely reandoa sequences of charectars aXxin to rendom noise in
elactrical comymication., Any msssage encodsd by meens of campletaly-
randiol y=produced one-time kay bhae such a campletely rendom structure.
At thes other extreme ve have, in messages produdced Ly certain aimple
schemss of enaiphering, ststisticel departures from rendamess in

T7¥. E. Eammon, "Camumlcstion Taeary of Becrecy Hystezs,” Bell
8ysten Toomical Journal, Vol 28, pp 656-T15, Octcber 1949
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such simples charactaristics as freguensies of oertaln individuxl
charecters or of certain pairs or triples of oomsesutive sharectars.
Any statistical structure of the enciphered taxt, such as & pre-
dminance of cos letter, of csrtain pairs or triples of ccnsecutive
characters, too frequeant repeats of the sme character at certain
critical distances, etc., represents a reduction of actual informa-
tion content from the limit of s ryandmm seguence.

If a language had no statistical structure, sero rehmdancy
as the infomation theorists would put it, there would be no possi-
bility of decrypting an encoded message. In other words, the informa-
tion coatent of the intercepted signal would be all used up by lack
of knodedge ebout the mesasage itself. Thare would be nothing left
over to help the cryptanalyst to datermine the key. Any possibla
key he chose would lead to a plausihle message, and there would be
no wvay of distinguighing ane such from another.

Formal information theary does not usually concern itself
vith the actual meaning of the messags. Thus "roses are red” and
"please send reinforcements,” which are both good English, would be
equally admissible for meny purposes. In principle, however, the
& priori statistics of the actual messages are also important, end
the fact that a message sent over a military commmication 1ink
normally has to do with a military situstion cannot be ignored.
The power of cribbing in cryptanalysis despends on this. It repre-
sents the introduction of message statistics in a particularly

strategic way.

II-2
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Infermation rebe, redundancy, sod their mm, Soformation
eapacity sre usually dsscribed as 80 many pits per character (per
second, ete.). One bit represents a single binary {yes-ec-no, sero-
ar-ane) chodcs. Ten bits represent tem such binary choics, or the
sgutvalent choice of ons out of a thousand alternatives (recisely
1 in 108%).

Ths redundancy of Eaglish has been calculated in various
wye by Cleuds Shannon. The limiting information content of messages
in written English text is sbout 5 bdits per character {since the
muber of possible characters is sbout equal to 2°). If we consider
only elementary statisticsc, such as individusl letter frequencies,
the redundency is small, of the order perhaps of 8 bit per character,
but it grovs steadlly as the complexity of the logical structure
considered increszses. E&hannon has found,2 by indirect meens in-
valving the use af hunan subjects to guess the coantinmustion of a
message,; that in long English messages the redundancy reaches an
asyzptotia value of at least 3 or 4 bits per charactsr, so that the
actual content of pev information eppears to be around 1 bit per
character. This ahows that there is a great deal of statistical
structure in English toxt (and similerly in other text). However,
this structure 1s not easily descrided, particularly since we dom't
knov Just how a hunan gubject is sbie to use the totality of his
past experience in extrapolating such messages.

e e D EME em N W D e e e G GER Gar G i Ay e e D B e S MD wvE W WD D En wmp oA S Es e

2 ¢. X. Shamon, "Prediction and Entrapy of Printed English,”
Bell System Technical Journal 30, 50-64 (1951)
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Ia emy srypielogioal aystem uwee is wade of & eertain
mnount of koY in sasiphering a message. In cme-time encipheument
e sharester of rendomly produced key is wsed in emciphering each
charsster of the messege te be trunsmitted. One-time kay systess
are theoretically and practicslly wnbreskabls if proper key is
used (snd 1f the key is used for cns messags cmly).

n"-m, 1tshc;n1dbo_
¥ WY W
> HUS oy b

\ that utility
" ’ . 3

" g 4 q 2 | l
‘v . $ -y & Tt T .-'_ [g‘ ,'_ l‘ t’tw y %‘.: , 4. . ‘ . '" Bn’“ "
4 message which camot be in practice deciphered. This fixes the

frequency with vhich the key must be changed, end, since the trans-
misgion of new key §8 equivalent to the transmission of one-time key
materidl, messures the relative practical advantage of & cipher
machine over the theoretically perfect ons-time system. For example,
if the message redundsncy were 50 per cent;, end if we assumed that

a message could be deciphered at the minimm theoretical length,

we would find that the length of message which could be transmitted
before the key had to be changed would convey only tvice the informa-

tion content of the key itself. The practical advantege of @

theoretically unbreakahle cipher machine over cme-time key would .,
fw~”””" (b) (3)-50 USC 403
be minor if this wvere the case. (b) (3)-P.L. 86-36

In all systems which are practical for volume traffic, such

as '“i'“&npmtively amall amount of key

is used in enciphering very long messages.
According to Ghamon's theory, s coded message becames

deciphershle, roughly speaking, vhen the message is long enough so

II-4
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that ites nominal information content {without redundency) is equal
to the actual information content of the clear text (including
redundancy) plus the information required to fi: thc key. Thus,
because of the redundancy in the clear text we nccunilate a certain
mpount of Information, character oy cherecter, until we have Just
enougl to salve the problem. Messages shorter thuan this are un-
decipherable, because many keys will lead to velid piain text, and
we :;ave no way to choose enong them. Messages longer than the
criticel length contain e surplus of informzation and should there-
Hre be sanevhet easier to decrypt.

At the critical length, where we are essentially using all
our rknowledge of the language to salve the problem, the procedure of
deeryoting 18 essentially ome of simple enuneration of all possi-
tiiitles, to represent the single one which statisticslly spesking,
is valid plein text.

Here we have assumed that we are using all our knowledge of
the statistical structure of the clear message. However, the samme
approach should wek 4if we deliberstely mske use of only a portion
Of the sotual statistical rejenieex M the AT Ww $.¢
example, vhile English text appoars %o have a redundancy of 3 or b
bits per character, we might meke use cnly of simpls cherectar fre-

@enciss, egitvalent %o a vehmdaney of 1 bit per chearester, and
still hape %o yead the text Wy going %s messages S or A timag the
langth of o nsssssary nintem. T caivy %his sert of seesening
% e Qéhmie, Hwr cmagple, W 2t constive of Sesgyiiing
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extremely long messages enciphiered charscter by character fram
Engl ish plain text merely from the fact that, in the English
lengusge, u follows q almost without exceptiom.

In cryptanalytic practice we see the sane situation as in
thannon's work. Single character and character-psir frequencies
sre used explicitly and in understandable ways. Cribs (likely words
or phrases) are chosen by the aid of unfr mulated, and so far un-
formalizshle, rapport with the sender's likely messages. Other
delicacies in the statistical structure of language are used subtly
and wvith much buman cunning. No one has yet identified the subtler
structures of language effectively; suck technigues are still far
from the possibility of machine use.

In dealing with specific provlems of cryptanal ysis we can
drew certain valid conclusions frum the comcepts of information
theory if we properly identify the meaning of key. In essence, the
length of the key might be defined as the number of charscters
needed to give a non-redundant description of what we do not know
sbout the machine used to encipher the message. Buch a descriptiom
would be shorter, for instance, if we knev that the rotors of the
nuhimnr?chmmnmslhnitadutofviﬂmﬁm if ve alloved
lnypmm-:iriw. If ve knev sverything about the machins except
e starting point in its cycle of gperation, then a set of charecters

speesfying the starting point would omstitute the kay.

Tese conoepts oza be {llustrated by an example which is
in 1tsalf of cemsiderudle interwst. The machise sbaxt to be deserided

am 4 et e e .. ...I,_. ..... [T U, —————
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) (3)-50 USC 403
) (3)-P.L. 86-36

easier, by svolding certaia actual detalls. The sizes of the various
exhaustion prodles are somevhat altered by these simplifiestions,

but the alterations sre not important. The simplified

nglisbh text uses I/ caeracters counting spaces, aud thus
there are .72 gequences of 2 charwcters. s hannon's results indicate
thet only stout 2 of thase zase good Euglish,” snd 1f these make
up Less than 1 (2 x 10°*) of the vhule there will ordinarily be
culy one of the 2 x 100" starting polnts vhich vill ecavert our

messeage to food Inglish. This is the coodition we must meet 1if

x-7
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e =¥e 40 vasssssfully dscrypt he messege by cxbamstion, for w
st yesogaise ¥he correct message as the only resscoalle pessi-
Pty mmang £ x 1075 pttespted decipherments. (b (1)
{(b) (3)-50 USC 403
T™he condition (b) (3\\)—P.L. o-36

(P (2x10%) < (2™

Suppose a calculeting machine, equipped with a full know-
ledge af the subtelties of English, were to try all 2 xmm starting
points. It would not need to carry all trimls out for meny charscters.
The average triasl length might be, say, 20 characters, with a mini-
mm energy requirement per charscter tried of, say, 10723 kilowatt
bours {see Bectian 2 of the Supplement to this Appendix for details).
The total energy required would then be 2 x 10720 kilowatt hours.

This smount is quite fantastic, so fantastic that meaningful expressicus
are impossible. JFor exseple, accosding to modern physical theories,
it 15 nmany times the total emergy in the universs.

Thus, although the problem is in principle saluble by this

simple techrique, there is fundmmentally no possibility et all of

carrying out such & progras.

n-8
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mhM(M“ml‘m\v
mmummmuumumw
h-n-hy-chhudmw nuuw
mhum,mmummm-wtgg
mm-mwmmmumnmumm

Ithhcryphmhuh‘mtomqnimmllphcudm
timubaxtneapluuchimhyiu mWropmtima'wlmt
mmwmmmmnm(muuum’)nf

the encrypted messages.

Thus, it is a simple matter to recognize/

II-9



~ (D) (1)

(b) (3)-P.L.

ot present prices. This 15 AU1L fur ta the e

o€ W fubastie, yot Saceess weuld provide ealy eus sebting, s
resting other nessages Seut over the smne liak o the smme day.
Mﬂnmmp«mmm,mummu
not practical.
mu&&kz’i&ﬂ’m.mmmnﬁim
WMww,mmuuofmtmmmmnnw
ormmm'-wnwm,mmmmu&or
single letter frequencies, letter pair frequencies, ete. I.nstad
otam&mdmoyofhbiupercwactor,nehouldhmbm.hieto
uge only ) or 2 bits of redundsncy per character. 'misvwldhtve
rultiplied our computing labors by 8 fastor of from Lk to 2. mcan-
pariscn with the large factors actually present, suchuflctorin
nearly negligibls, and might indeed e emtirely cagpensated for by
increased ease of recopnition of structure. (It vould,ofeaxrn,
cmmewhtmsulmgcmnm,mmwpmtiee}
of subjecting to refined exanination only those trials with satll-
factory simple statistics would allow us to take advantage of the |

gain in ease of recognition without requiring longer mossages. )

hould al

(b) (3)-50 USC 403

86-36
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starting yeizts % Wy. Fifty Geeseal sfllim xillies Sriels is
1l mexy, dut the sesle of thin emputing yyedian can maw Mo
camtemplated. Vith 1960 equipmems, this should tie wp showd &
hendred millien dollars of emputing machine for a week, (See
Bection 3 of the Spplement % Whis Appendix.) Bvem this, fur
-m,mumumgmmmunm
ehmstion. (Thare is no substibte for ingemiity in modern
eryptanalysis.)

In the foregoing calculations wve hxve considered the
minimal length of message essential for dccryption. A further
possibility is provided by the uss of elements of messages aof pore
than a minimm length. To exmmlify this, suppose that we are using
a redundancy of 1 bit per charsctar and at that rate that a theo-
retical minimm message length of 500 characters is required fox
decryption. This means that the method of exhaustive trial would
r‘quinultotmimewocuutoﬁm&mproperpluntaxt.

Oon the other hend, if we intarcept a message 501 charsctars long
ve have ons excess bit of information st our disposal. Naively,
ooe might hope that this wvould msen that we could find the correct
messages by searching a.‘mgcnlyzhgg alternstives, and s0 or. Tims,
ons wvould hope that by intercepting s message about a thousand
charecters lang be could so limit the problem that it would be
casputationally manageeble.

It is gquite possible that there is & basic 4difficulty here,
as would be the case were it a mathematical faoct that there is mo

-1
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cony vy of wsing he axten talmmedden %o extagwrise %he given
passinflitise, vithest requiving sa snomt of euputndion seuperehls
with that vo % trying %0 avsil. This gwetim fulls in o sS1Y
werplered mathematisal ages. OGurrest stady «f theorems whish may
421l us vhether certain scets of smaryption are besically mose
effestive (com use fewer compuber cperations) than the eorrespanding

¥y %!g’wumhlm (Buch work 1s {n
pagress st ATURC by Prafesscr (lesam af Earvard University, s
mexber of this penal.) This guestion, and the protlem of stating
what wve mean by high-oxdser language statistios, ar of o low axrder
of low-arder statistics, illustrate soms of thes basic thearetical
areas vhich are still wexplored.

While informatlon theory providas a firm and useful basis
for cryptenslytic studies, much work must proceed from a wore par-
ticwlar point of viev. We have seen in the furegoing exmmple a
coupling of information thearetic idees with the comstraints of
a particular machins structure. Other possidle structures in the
process of encryption oan, hovever, be assumed anl investigated.

At ALlr Yorce Cawmbridge Research Center s asmall growp in
the Communications Laboratery is stodying "oryptogrepbic systems
far nn-literal data.” The greup dsveloped from some IIY studies
soms YoArs ago. They have ematast with, but, they clainm, small
fertilization from, ESA. Thay have dscided teo put their main (mmall)
effart ean theoretisal research direeted st coplets undarstanding
of & fow simple systems; vis., X to § mppings. Thay have initisted

1-g
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e suwrfan of summew studiss, like SUAP, and wil) peshapge emmbinmme
semt saxll iadividesl ooxtyests thyewgh he vizbess. The oy
stadies e presently condusted 28 Rewisin Waiversity at a lewal
of edboat $50,000 per year. The main task is %0 ixvestigate the
stresture of grops with two generstars, ets., sad % eensider a
1ist of speaifis prohlems. e direstor of the swrrent sumser stady
is A. A. Albert; ether participants include Mills and Berstein from
Tale, Shaeffer from Untversity of Comnecticut, Lowell Pags, Ksplansky,
and half a dozen othars. It clearly resambles SCANP strongly, and
was doudbtless modeled after it. Its sadvantage is that its problem
field is pot nearly 86 extensive and smbitious.

In summary, we conclude that informetion theory provides
an attractive, promising, and one might hope, a fertile setting for
the cultivation of cryptanalysis. It cen be employed in commection
vith the study of systems for encryptiom of voice or picture signale
as wall as in conbection with text; the broed principles invalved
are the same.

Together vith this broed view, however, wve need both par-
ticular data and & degroe of specilalizatiom. We nesd some explicit
stetements concerning the redundancy of toxt and other signals,
rather than mare estimates of the mmount of redundsnoy. We need

vays of datecting statistical structure.® We need & clesr foemulas-
tion of cryptamal ytic procedures, ss dissussed in ippendix IV,

® This problem is commented en ia Tesdmisal Bupplemsat
“"Pacogaitica of Cumplex Logical Btxructure by Andip or V
Means®

3-133
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"Peagremiag Wrtheds.” W mead & dagree of gpesisl inedhien suh e
Hhat provided by & given Wrpe of machine or a givem sert of Wrems-
formstien. Al) of Whis oma be provided anly by reseerch of the
broadest end st fundamental kind.
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SUFFLIENT T AoTEDIX 13

1. Qulowlstiom of wumber of machime structures end ipiyial
Positicns.

A NT-point rotor is wired 0 counect sach of &7 given
points to one of a second set of §7. 1In a givem position this
can be dons in

k70 - 2.59 x 1077
wvays. (If the sems rotor in different positions is regarded aa
equivalent, there will be 47!/47 = 46! = 5.50 x 1077 different
rotors.) A b7-point hot plate with 23 or 24 points hot or & 47-

point ring with 23 notches can be arrsnged in ‘
{(b) (1)

u-{] k72 13 D)3 e sese
(23 = 3ol - LAxl

vays. A machine nmade up of a mmber of such elements, enchofvhich
may be chosen seperately, has a mmber of possible canﬁguratians
{combinations of structures, arrangements and settings) equal to
the product of factors, one for each element, vhere each fucto:r is

equal to the number of configuraticns for that element.

At the other extreme, if the selections ggnd arrungements

of rotors and notoh rings are knowvn, as is the wiring of the hot
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pluts, then thesre remains eily ¥he setting %o be dstuxmined. If
euly ¥he 0 Fetors sre % de sst; there vill be enly

(38 = 2.98 x 10*3 posept1stiee.
If the b notch rings are also %0 da set, there will be 12 settings
in al1, yielding

(57)12 » 1.16 x 10%° posatbilities.
If only the 6 movable rotors and the 4 notch rings are set, there
will be

(47)2° = 5.26 x 1016 possibilities.
Tt is this last value which sppears in our example in Appendix II.

In the intermediate situation, where the 'rotor box' 1is

known, we obtain an intermediste result. If there are 12 rotors
in the rotor bax and 8 are to be used in the machine, then there

are

%%i = 1.00 x 107

wvays of assembling rotors. If there ere lb notch rings, and 4 are

to be used in the machine, then there are

1h . LY
o = 20,020 = 2 x 10

ways of selecting and plecing notch rings. The hot plate cen, as
noted akbove, be vired in
3}’733— - 1.61 x 10°3
vays. Including settings, there will be, in all
B:g_] [ig] [21‘:]2:3,] w72 « 3.7% x 20™

configurations.

I1-16
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Pezhaps the simplest and most fmvulneradle way of showing
that certaia attacks by complete mxhmistion are funtastically
twpossible is by calculating a lower bound for the power required.
Presant camputers use very mich more power than this lower bound
suggests, and 1t is prodable th.l.t, even with the improvements which
WWMMuwm, actual power requirements
will be 10 million times those given by the lower bound.

In a simple exhaustion attack, proceeding character by
character, the falloving operations have to be carried out in
comnection with each character: recognition of the charecter,
reference to simulated configuration of the maching, calculation
of 'deciphered' character, advance of simulated configuratiom.

It does not seem possible to 4o this with appreciably less than
100 binary choices, vhoee results must be recorded, at least
temporarily.

Each record of a binary choice must be relisble, and
consequently must involve an energy change largs compared to randme
thermal fluctuations. The energy change typifying such fluctuations
ie kT = & x 10°1% ergs = b x 10'2“ kwsecs = 10727 kilowatt hours
at roon tempersture. (Even if the cawputing elements ere refriger-
ated, the heat transferred at room temperature will have to be
related to this amount.) If & record of a binary choice must
mount to a nintmm of, say, 100 kT = 1027 xilowatt hours, then
8 single character, vith 1ts 100 choices to be recorded, will
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soguive 10°%3 kilouatt heurs. Wais 15 e fipore weed as o lower
bomd i the doiy of Wais Appendix.

3. fpeeds, power requirements, oad eoste probably achigvatle
in the nesy future.

Estinates of speeds, power requirements and costs of
super-high speed camputiag equipment possible in the next tem years
can only be rough. The figures given in Tadle A are belisved to
be reasonshle.

In order to bring these figures into a usable fom we
need to introduce (1) the cost of electric power, wvhich we shall
take as ome cent per kilowett hour, (11) the investment required
to generate electric power, which we shall teke as $300 per kilowatt
of capacity, and (1i1) the fraction of the memory being consulted
st one instant, which we shall teke as 0.0l. Using factors (1)
and (i1), the nuubers in Table A lead to the following estimates
(for apparently useful systems)

Bits possibly handled per week for
each million dollars spent on

Power for
Sys tem Etatus Canputer Genarators a_year
1960 - Trensistor Building 6 x 106 102 b x 102
o] 2

8 x10

b B x 1021‘

1965 - Transistor Possible(?) 2 x 10%° 2 x 10

1965 - Cryotron Perhaps 6 x 1022 2 x 10°

Per mil11ion dollars of investment, the nmumbers of charscters

handled per week in an exhmistion sttack would them be roughly as

follows, vhen we make allovance for the fact that only one
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sme-bundredth of the memoary is likely to be used ea sxy ayels.

1960 - Transistor 6 x 1Y

1965 - Trensistor{?) ¢ x 1087

1965 - Cryotrom(171) 1.5 x 102
I1-19



TAILE A

Bits/year por
Cost/bit nillise ddler
Date Mencry System (installed) Energy/bit Repetition Bate investuent
~ 1960  Trensistor (stretch)  $200 2 x 1072 erg 107 /second 3 x 1038
~ 1965 Trensistor (¥) $1 ~ 1073 erg 3 x 10 /secomd 108
T 1965  Cryotron (%) 0.1¢ (wsa) 1077 erg 10%/secona 3 x 10™
~ 1965  Optical (s#) 1074 (ssue) 27 10%/second 3 x 108

Assuning an all-out effort on an all-parallel machine, this may be possible.
Also quite problematical.

Assuming so far unitnown fabrication techniques.

PEe

u.om bits/plane st $100/plane.
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hhnmhdhﬁohoﬂ:dﬁcmmmtﬂnuobd
aperations involving -m:lpoaplomum, tourvico,
and to barvest the :

acoounta for

the primary expense of the commmications intelligence job. The
tranendous flov of materisl sc harvested into NEA headquarters at
present sorely taxes e staff of 10,000. Largely because of the
necegsity of tranascribing incaming material into a suitable fomm,
serious backlogs Lave repcatedly arisen either in the processing
of meterial or in trke avellability of materisl for cryptanalysis
or treffic anal;sis.

Clearly, & more rational epprosch to the proper sampling

of \1:8 necessary in keeping ths material intercepted

and processed nmm\mmble bounds, ead this matter hes been
discussed 1n the body af the report. Bovever, the mscunt af matertal
vhich cen be reasomably mtcrcepted end processed depends on the
intercept and processing methods used.

While the bulk of present tr-.rfic scens overvhelming vhen
measured in reels of peper and megnetic t.-peandhonl of hard copy,
1t is not necesserily ummasnagesble when considnrodinhm of the

speed of modern electronic computing machines. For tmtlnco the

0 USC 403
8 USC 798
.L. 86-36
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oompiter 1s cepslle of reading frem mﬁc Sspe at & rste

of 50,000 bits (binary waite) of inforsation (pulses) s second.
Acoording 0 our estimates, this is & fev times fuster thas the
total imput of COMINT -am-uleo the NAA. Mareover, fast printers
such as hl:lcmpr‘lnt out hard copy from magnetic tape st a
rate of 2,000 characters a second, comvpand.?.ng to0 10,000 bits &
secand. ’ﬂ!ﬂtl, 1f all the traffic were to arrive an the proper sart
of magnetic tape, a considerable portion of it could de turned into
hard copy (page print) by a few fast printing machines (4f this wvere
useful or desired).

These prelimineary remarks have been made chief' to indi-
cate that it is within the scope of the present art to design
electronic machines which could cope with the entire ir: it of
materiel to the N3A, i1f only that materisl arrived in & suitshle
| form and if proper use were made of avellable modern methods of
data hendling and processing.

What is celled for in traffic intercept handling is a
1vell-thought-mt program for mechanizing and expediting =ll phases
of the handling of traffic in bulk, in order that the persounel
employed may &s much as possihle be employed at tasks requiring
tifeir powvers of human judgment.

One important problem for instance is the mechanizatiom

of | The NSA, recognizing that about 70 per cent

of all the|

Fncluding even military vhers many copies are required),
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hes slvesdy dssigned schemes axpested to s iz the ruuw Jume,
1961, whish vill teke dowm these vith least

nanpower. It was estimated that perhisps

\

by mechanical replacement in this area. DUndecided issues includs,
however, vhether or not the reception should be directly translated
in the field to scme punched tepe or other machine-accessible fomm,
in vhich a rspid mechanical word-recognition survey could be doma.

Our later Jis~ussions of plain-text p.mceesing will return to thia

0 USC 403
8 USC 798
.L. 86-36

issue.

TooTo

Dwwe
[

o=,

It 15 cstimated now that as much as 30 T cent of cperatars'
tine irn tne fleld may be spent sitting wmiting for o signal to came. 3
The possibility thet an operator could momitor = fairly broed band-
width by us¢ of 2 broad-band recelver should be explored. The
question of how much could be covered by a band-puss filter without
specific tuning should be answered.

It should be possidble to improve the quality of the large
valume of zutanatic Interception by better recelving antennes. An
antenna stud; 1s emnhasized in sectioms on the research and develop-

ment program.J J

/ﬁven for routine cammunication, it is

important to have adequate quality of reception for traffic analymis
and identification.
Becanse sll the FSA's activities depend on the accurate

interception of signals, NSA should exercise a strong technical
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leadershiy ia rvoeiver pavhiens, and iz the prddlem of sseoertaining
and recarding very sccurtely the tims of reespiion of sigoals as
a mesns of signal identification as well as of proper logging.
Through {ts technical strength, the X8A could be of considsrable
help to the services in this field.

Where gperators or occasicnal operator intervention con-
tinue to be necessary, ths {dentification of unusual or weak signal
type should be supported by an up-to-date "electric dictionary” for
spotting of items vhose significance is indicated by other sources.

The impartance of recording COMINT material in proper form

at the intercept statlons cannot be gveremphasgized. At present, same

traffiz is recoxded in audio form on maguetic tape. This i3 relatively
bulky and costly, but it has advantages. In the cese of weak signels
vhich result in garbles (mistakem interpretations of characters),

which are very serious in cryptanalysis, sudio recording preserves

the signal together with the noise or interference in its original
form, so that sophisticated meens can be used to distinguish the

signal from the noise. PFurther, asudio recording is sdaptable to
signals of all sorts, including new types of signsls.

Thus, we believe that intercept stations should be equipped
vith adequate audio recording facilities %o handle weak signals and
a fair voalume of traffic of new types, should they appear.

It is advantageous in many wvays to transcribe the signal
into a digital or on-off form and record it on magnetic tepe, and

the BEA has dooe good but insufficient work toward this end. The
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0 UsC 403
.L. 86-36
8 UsC 798

adventages of sush recording are Wat 1% 1s lass bulky then sudis
mumumummmumm:w
electronic machines. As indicated, the disatvantages are that
devices for transcribing signals digitally handle only one -y:tu
ormotymdlntn.mmtummsmuukomaw&é
-mmummdmma-muuuuumuncueo%

Sametimes hard copy is made at intercept points. Whue

hard copy may be made for immediate tacticel use, hard copy should

never be the only trenscript of a recelved signal. All received%
slgnslas should be recorded on magnetic tape so that they cen be
sent electromacnetically and automatically to processing centers ,
and so thet they can be read by machines. Even signals typec out
by & listening operator could readily be transcribed to tepc at the
same time if & sultable machine wars used.

At present, a good deal of punched paper tape 1s used in
RBA operatioms. Campared with magnetic tape, paper taspe is slow a.nd
bulky, and its use must prove expensive in the long run. Every ei’fort
should be made to do all recording on megnetic tape in a uniform
armer. 1

If a wise seampling of traffic is to be made, 1tth

to exercige as much jugnent es i1s soundly possible in the field. I.t

or

faulty transmissians, then it is important that traffic contatning



-50 USsSC 403
-P.L. 86-36

ummtmuumm —Ah-m

'uku| |tamhhﬂd&.nﬂammhﬂu

way. mu-‘mmﬂawtmm,mahumwu

pressed vigorously.
Tactical coosideretions mske it most duirlhle that recos-

nizably relevent material be sortad out near or at tﬂe point of
intercept and made immedlately availshle for local tactical use.
It 18 equally necessary to sart material as to 11:. urgancy of trans
miseion, so that limited facilities for elect:magnetic tra.nmisuicn
to NEA headquarters will be as afficiently used a8 possible. 'Ihia
latter operation can omly be effectively ca.rried out by persons of
high campetence. The shortege of such pera‘ﬁons makes extreme decgntral-
ization o. this latter task impossible. 1“
The final stages of fleld processing cannot be effectively
decentralized and certain other staees shcu 1 not be. The NBA hu
already recognized the advantages of ccncent.mtins field-proceasing

operations at a few points. (Indeed it has considered one procesaing

center in )’ A trend in this direction u

ineviteble and should not be blocked. Scme care may be req_uired,%
however, to protect the reguirements of tactical commanders. Bard
copy of me.nuaily transcribed messages can be furnished locally, either
by carbon copy, as at present, or, in the future, in parallel vith
the magnetic tape for further processing. To this possibility tbera
may need to be added s word-recognition machine cepability for loco.l

use, and, conceivably, machines for decryptiom of |
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Yar meze ispertant, howevey, is the previsiem of & deteaw
commmiostisns net smang the intercept end processing statisms im mm
extended syes. All or slmost all OOMINT material eculd them be trems-
" mitted directly to ¥he major processing centers by electramagnetis
means; there it could be sarted, analyred, and either mpplisd to
users, tranmmitted to NSA headquarters electromagnetically, flowm
to K3A headquarters, or discardsd.

Any such fleld processing centers should be operated directly
by R8A because only HBA has the experience and competent persomnel to
do the job efficiently.

In forvarding intercept to processing stetions, strong and
familiar signals can be gent and trenscribed by dir'tal mesns.
Unfamiliar signals can be sent from audio tapes. Far this purpcse
sane method of encrypting audio signale is needed. In the case of
week signals, audio tapes canp be flown to the processing centers
for camparison with digital tepes.

After same sarting or processing in the field, urgent
material can be sent to NSA headquarters electromegnetically in
digital form. Less urgent material can be flown %o headquarters
in the form of digital or audio tape. An effort should be made to
evoild ever shipping hard copy. Fast printers should provide transriptiomn
from nagnetic tape to hard copy virtuslly without delay, and so
make the shipping of hard copy unnecessary.

There should be a great increase in the use of fast electromic
machinery in date-handling functions both in field processing centers
and st XSA headquarters.
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iy oculd perhaps perfom sertain sditing fmoticos in reprodustag
such messages iz a dasirehls formas. mmhubeomtomim

such problems, but it is urgent thet more be done about them. :

Wdﬂicucouldloakinmngufarkaym.;
or phreses. They could sort snd transcribe messages on this buil.
Again this has been considered,® but it has not been adeq_\mtalyi
Implemented.

Much 1if not all routine decryption could be dame by

electronic machines. Bame decryption

is being done in this way, and machine methods are used a8 a toal
by cryptanalysts, but machine decryption should be extended and
mechanized; as discussed elsevhere.

At present, the NSA has considered the protlems discuased
above, end it has often considered them intelligently and thoughtfully.
It has not dane enough sbov. them, however. Samething more is needed.

Partly, vhat is needed is & csreful emalysies of the real
problems of bulk traffic intercept and handling, to see vhat can be
done now end wvhat should be dcne in the future. The traffic handling
activities of the HSA should be organized and equipped sccardingly.

Partly, vhat 1s needed i3 vigorous ressarch and development
aimed directly at overcaming problems of traffic intercept and handl ing

e s e s e SEp AN Gm CEe TR e GED MR T eun B en WRS e cen G GER ey SR e IR M WER G e e AL D G e GER dee

#Technical Supplement ITI discusses one way of doing this.



(b) (1)
{b) (3)-50 USC 403
{(b) (3)-P.L. 86-30¢
ATRRIX IV (b) (3)-18 USC 798
PROGRANUNG METIOOR

Lnjorpmhlnmuthmdnd-mhx%p-
the process of translating instructions from the language u.udby
pecple to the langnage used by the mashine. mmmatored«
progran machine is a truly universal device in that it can, m
principle, solve any prohlem that can be salved by any machine
There are two cbstacles, however, snd either may meke it mprac%.ic&l
to solve a particular problem at e particular time on & particula.r
machine. One of these is obviocus. It 18 cost, either in dolla.rs or
hours. A particular problem might be too large for either buﬂ.get
or patience. The otlier is that emang problems that are amall enough,
there are sanme that are too hayd o state to the machine. Apmblen
may require too many man-hours of too high a calibre of proy'mnar
to translate the statement of the problem into machine language.
This mppendix is concerned with these problems which are now too
hard to state. It recomends a course of action to alleviate t.be
difficulty. %

In the course of the Panel's vork, it has considered the

prohlem of exploitiigj/ J

The evidence indicates that more sophisticated autamatic

programing methods would be of great value for handling these




iutonsiis m £s & mathod of gotting She meshine
te halp the progrumer tremslate the instructiens frem English (mmd
nathematicsl sywdols end specialissd terminclegy) imte maahine
lmgusge. 7The method s to devise mm intemmediate lmguage vhieh
has two properties:
1. num?nrcpemtotmm
nglish, ete,, to the intemediste lamguage
than to machine lamgusgs.
2., It is possible to vrite a progrem to emadble
the mpchine to transiste (ron the intemediate
~munese to ite own lnnguage.
Tr. ~..& ISA there heve been sone important cirtoantic pro-
STl A ooveents, 2nd there are now soiaec commendeble rojects
under Wy . oover, She R34, by Lie noture of its work, .o Taced
viti an i ~w:rdiinary protla. that goceizg to nave inhidbited the
fullest develowment of matonatic progroaoming methods. The vork
of tae ' as required the mequisition of a grest variety of sutoe-
matic an .0 aLOors. A BRjor unsolved provlem in sutoietic aroreoming
is o 0 trenslate mechenically froc cae machine lansunic to mnotber,
or evez Low Lo get san interasdiste ienunge that would be guiteble
for a1l or wt least many sutomatic calculators.
A caprehansive esutomatic programing project for the
Agenay wuuld indeed require solution of this currently unsalved
prodblen. Dut, on ths other hand, too many inspired creative

programiers vould be required to prepecre separste automatic

V-2

—TOP SECRET E=IbER



programning ystans for sach Yype of macking. This sitestion sesms
%0 kave dissipated some of the AgmmsY's strength ia the Aeveloggment
of sxbtomatic progruming metdolds, as will be seen delow.

In attacking a production problem it is necessary to use
only methods that are quite sure to be relevant and quite sure to
wvork. The dsvelorment of new methods snd their refinement to the
point at vhich they can be picked up by the FROD area of H3A is a
proper function af its R/D srea. To state this in another wvay,
sanetines a method is well enocugh understood so that there i8 a
reecsonahle chance of success in spplying it to a current problem.
When this is true it should be the task of PROD to carry out the
programing. At other tines, a promising method may be s0 newv that
it can be mpplied effectively only to simplified problems or problems
that are po 'anger current. The hope would be that, after successful
spplication of the method to & simplified problem or to a graded
succession of simplified problems, the method would be well enough
understood ao that it could be applied to current problems. This
longer-range approach is a proper function of R/D, and while there
are nov camendable efforts of this soxrt, the Panel recamends even
more emphasis in this directiom.

There ceam to be three useful spproaches to programming
research in cryptanalysis. One of these is the development of inter-
madiate languages, as mentioned above. The ESA nov has ®wo research
contracts that are aimed at this protlem. One of these, vith
Allsn Pexrlis at Carnsgis Tech, is aimed at the problem of the
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miltiplicity of machines. The yesemyeh {5 cimed st the psviastien
of ea intermediate language and an arrny of rumalstion yregrems,
sc that ene can write a program in the interwediste languags sad
then translate it Vo any of severul maching lesnguages. To our
nowledgs, no such coxprehensive “universel lsnguags”™ has so far
been written. If the project is successful 1t will be sn important
step forward.

The other contract is with L. Roberts of General Kinetics.
The project is to produce & languag~ for cryptanalysis which, hopefully,
could in turn be tranalated by machine into machine lenguage. This
would be an important step, and it should, if possible, be made.
Onl)y becauge most branches of nuthemntice sre ego vwell reduced to
a tidy language Lhas it been poseible to produce such powerful auto-
matic programming methods as sre now availahle for meny parts of
mathematics. If cryptanalysis can now be pushed as far along this
route as methematics has moved (during many centuries), real suto-
matic programming of cryptanalysis will be much essier to achieve.

There exists e grand concept: 1t ashould be possible to
candbine these two nrogramming advances now being sought by stating
the cryptanslytic lenguage of Roberts in the universal language
of Perlis. The Agency would then be shle to give ite cryptanalysts
the meens to use the large machines without becamine progrommers
and without having to operate through programers vho do not, by
and large, understand cryptanalysis. While the Penel endorses this

gand objective, it 1s concerned that there are spperently no plans
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% we the eryptmmalytic Lemgage sought ia the Nuberts yregren
wmless (or watfl, or to the axtend that) the Periis effert is
sacosssill .

It 4ces cemm that a strong effert is needed to produce
s cryptanalytis eguivalent of JORTRAR, which bas 4w such a large
Job in the sppliceticn of machine computation to & vide variety of
snalytical problems. However, FORTRAN required 27 man-yoars of
affort by a close-knit team of highly capahle pecple who werwe
directed by a very talented leader. The Agency is tackling a much
more difficult prohlem, in that the language of cryptanalysis 1is
not yet as tidy &s mathematics, end in that a comson lenguage for
many different machines is sought. Yet, this much more difficult
objective is being pursued by two groups, loosely coordinated
becoause of cantractual relations, geography, and the requirements
of security, and totaling far fewer people than were necessary to
develop FORTRAK.

The Panel recammends that effort along these lines be
reenforced, to the end of obtaining some useful result in 2 resson-
able time.

Squarely in the way of mechine methods of cryptenalysis
stands the fact that expert cryptanal ysts cannot explein clearly
bow they do their best work. Before machine methods can duplicate
their results, sameone must £ind ocut just what they are doing.

Bare the bast course seems to be to seek machine sqalutions of
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.L. 8&-36
usc 798

chplified poshions or of yenl poshlens of Jesteviag l‘t
mwh-m-bmﬁnﬁmﬂ-ﬂ-
stending of adenstis machine sxyptamalysis, .Mc.mit
wvill hawre growm $0 the stature of todxy's hig problems. The l;llll
sasoessey of th4 \11

m exapls of the kind of effort needed here.

ihen a task has besn performed by & machine, ome usually
bas a much clsarer wnderstandiag of it than could be obttained solely
through humas ingenuity, intuition, and imagination. It is common
experiamce ssong prograumers that if ane thinks he undsrsiands a
process and then vrites a progrma to nmake a mechine do {t, he attains
a much more profound understanding of the process. The act of
progrmming appears to subject the progremmsr's undarstanding to
the scrutiny of scma kirnd of s "logical microecops’ that dstects
many subtleties vhich are not evidence to tha naked eye.

In summary, there are two advantages to rescarch on artomatic
wachine cryptanalysis op sicplified or amall problenig, Oue is that
tae activity davelops the art so that it may come within renge of
the big problems, and the other is that the very act of such progreme
aing vill reveal things about crypremalysis.

The third gpproech to the cryptanalytic progreeming provlem
is revesled by recent programing davelopment s 1in cther areas. It

has recently been shown® that progrmas ocsa be writtem to emadble a

* "The logle Theory Machine,” K. A. Jlmon end A, Hewell, in Trazs. IRE
Prof. Oroup on Inforastion Theory, Septeaber, 1956
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*(b) (1)

coputer 49 GRAY fagumity te peeve Smivus. Farther wsk tn
i1s ares 1s yveseding at the Carnegie Tawiitete of Secknalegy,
uwmmam.umum
& very close relsticn betwesa this M—pradutncdm
and progrens that could be used The
mtﬂshpmtuminmwmaprwmpmu
thet the machine makes shrewd guesses that it later tests and by

80 doing is able to prove theocrems that would teke much too long,
sometimes even an infinite period, to prove by the conventional alow,
plodding, systematic programs. The cryptanalytic parallel is that
by guessing at a cridb and then checking, one is sgmetimes able to
saolve & probler by hand fester than a high-speed machine cen 4o it
exhaustively. If these pew methods of progremming can be made to
allov the high-speed machine to use guesrwark efficiently, a great
increase in speed may be possible.

In sumeary, advances in programing, unlike improvements
in machine technology, are alvays immedistely available for application

both to current problems snd to advance the science of progremming.

Thus there should properly be an extremaly rzpid progress in the
production and improvement aof eutometic cryptanalytic programs just
a8 has been the case in programs for mathematicel camputing.

Racoamnendations

The Panal recommends that the Agency inoresse its effort

in programming research by:
-1
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1.

3.

Sesking, in sdlitien 90 s yresent Jrugraming
wndartekings, & meave &irest rexts %0 a expyt-
snalytic equivalent of FORIRAN.
Fleasing more exphssis on the develepment of
sutonatic maghine methods for siwplified
problexs and gld problems as a part of an
orderly development of cryptenalytic theory.
Investigating the poeefbility that methods
resenbl ing the new machine theorem-proving

methods will be useful {n cryptansl ysis.
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mwmuummnm
mmu.mmmuwduu.mmm, o.¢.,
by 'n:.u-tmetuuunotdnph f.h.

art of the cryptogrepbsr has been used to destroy all simple structure
aod meny not-so-airpls structures. One of the arts of the cryptologist

mmmwmmmormmmtmm,
fomerly vith encoureging successes, of finding not-so-sirple but
not-tocecamplax structures which would reveal significant infoma'.tim
sbout the machine or its eettings. Unrendomly frequemt reped:l:tt
interesting end gignificant distances, the use of window mdmnug,

otc., wre exmyples.

If we are to make real use against| use

of the statistical structure vhich inforustion tbeory assures us must
be there, ve will probshly hawve to deal vith not-so-sizple stetistical
patterms. Tvo main difficultises stend in our vay. PFirst, difficulties
of calculating individual measures of individual sorts of not-so-simple
patterns. Second, onoce we consider not-so-simple structures the
multiplicity of possidbls structures wve must considsr rises repidly.
Both of these factors ombins to present a difficult computing loed,
but camputer speed and logical flaxibility continue to improve.

TA-I-1
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Boviess wsing ansn Jesegnitisn offer ssrtata selsbively
migw gyortmitiss vhea wo vish %0 lock fur act-se-cimple strwotumes.
Two basic esusidarations opevste here; (1) & humem cem listem o,
but more especially lodk at & very considersbls body of imformation
“at once,” end (11) s human will often datect structure in a sound
or visual pattarm without advance knowledge of what pattern aight be
present. It is this latier feature that is crucial. Once we know
that ve are looking for cue of a fev types of pattern, a machine can
almost alwvays be made more csensitive than a man.

The hunan brain, vhen supplied through its best information
channels (the optic nerves) is much the most subtly flexinle data-
processing system ve knov for camplex situations. The problem of
using it effectively is one of presentation.

2. Exmmples.

Sane examples may make the situation clesrer. To begin with
vhat we are trying to find is saue logical structure in a nesrly
roandom function, like random noise, or & random reay. If we consider
in particular the acoustice problem we notice that rendom noise has
a flat power spectrum. 8o also does an impulsive noise like a pistol
shot. The difference between a pistol shot and thermal noise is,
however, fmmediately recognizable to the ear. The charscteristics
af the pistol shot sre of course carried by the phase gpectrum and
could be discovered if the phese spectrunm were camputed. We would,
hovever, not normally 4o this, unless ve vere expecting something
liks a pistal shot, and in any case the problem of recognizing the

TA I-2
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existence of s pistel shet fyen Ghe yhese spestown, pevtiodiandy &f

£% vare langely masked by acosmpuzied vendon neiss, wight Vo &LfPiex])t.
Sixllgrly the exr would have ae diffioully ia resegniziag slae meve
ocomplex structures, such as & pistol shol with reverberstion. The
same oansiderations spply to the eye. A flst aplituds spectrum
night represent s random time functiom. It might alsc represent

a pesked standing wave, if the phase spectrum were Jjust right. There
would be no Aifficulty here in picking out such variations from this
as a wave vith reflections or & wvave moving relatively glowly in one
direction.

Optical displays have the advantage that they can directly
exhibit relations in two dimensions. We may visualire in particular
an oscilloscope display such as that furnished by a television screen.
By pemitting the imput to vary contimiously with a third paremecter,
and relying on memory, one might, to a limited extent, be able to
display logical situations involving three paremeters.

It eppeers from the discussion in the section on infarmation
theory that the i1deal encoded nessage has all the characteristics of
randam noise. Thus a visuel display of the sort described prepared
in any normal menner sbtould sppear us a slightly mottled structure-
less gray. Any suggestion of a mcre definite pattesn than this
would represent & hint of a logical structure vorth inquiring into
further. One need only think of the infinite diversity of fabric
patterns om wallpeper or the distortions of such patterns vhich

preserve structure but destroy strictly periodic properties to

™ I-3




veii0e hav muh Sotter $he @3¢ Woul4 2o fn pevesiving ok aystenntis,
s mpredistehle, relstionshiys then axy yessidis mashine.

e mmst, of coures, expect %0 dessive eurselves memy timss,
since the mest Yo exn hape fer is & faint pattarn syperipesed e
a streng randam beckground. But it is not necesssry few the yeoog-
niticn to be infallihle. We cun cheerfully follow meny false treils
ummuwmw.r«m%.

3. Eature of displaye.

Cryptanalysis has long made use of such abilitiss of eye
and brein in an elementary way. Writing out cipher text "om s width
cf"moormlalcctodnmbmis;clusmntechniqu--a
technique adapted to visual perception as well as column statistics.
But most, if not all, spplicatlions to date have prescnted characters.
The present discussion hes teaclitly essumed that the presentation would
be in shadss aof light and dark, by various calors, or both. On the
other hand, i% does not attempt to say, beyond this, exactly wvhat
vould be displayed an the screen. The proper choice of function and
parsmeters to be utilized is the principal part of the problem and
would best be undertaeken from a background of deep understending in
cryptanalysis. Presumably, however, the display would not be prepared
directly from the message itself, but from some simple statistics com-
puted frum the message. For exampie, in a literal message cne might
even use as & basis the "eutocorrelation” functions camputed from the
tice series obtained by replacing a glven cheracter by 1 and all other
characters by 0. Higher-order correlations of the sems sort invalving
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) (3)-50 USC 403
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}(3)-18 USC 798
nove hin and lotter vill weedlly --t-—n.v-. Sash cm

wold Gaserihe mathematisally many of the lhh statistiss of uu-

m.m;hhmdl

The preparation of the material for sash &isplays would

svidently require e largs smount of computing of a rether elememtary
sort. 8ince ths outputs are probably simple correlations independent
of any time reference, the uss of computers invelving a very large
mmber of elementary parallel modes, as suggested in Appendix
suggests itself.

k. Operstional experience.

There i2 a precedent for such displays in visihle speech
and in visual reans of undervater sound detection. To persous
Tamil iar wvith these fields the stertling power of the eye in picking
out an elaboraste pettern in the presence of a diffuse background is
an old story. In underwater sound detection, for exmmple, the eye
provides an additional integrating means, aside from that provided
by the ordinary filtering in a sound spectrograph, vhich permits a
very low-level signa! to be detected in the presence of a high-noise
background. Moreover, the patterns can be found not only for stationary
vessels, vith fixed signal frequency, but for vessels moving in
caplex vays, so that the patterns vary graduslly with time. The
situation in visible speech i3 still more striking. Here the
instantanecus patterns are themselves camplex and follow one another

vith great repidity. The fact that we csn visually detect end read

TA X-5
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suth 8 Jahis is stariling ovidmee thed $he e proviies s nawe
iztinets ltuk botyvem the drein ead smplex strecturs then we heove
boum able %0 bDbtaia to date threugh any resart to furmeal mechsniszed
procesess. (Though omce a perticular structure has been recognized,
mechanical dstection may be more sensitive.)
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Y¥hile the NSA has given scme attention to the development

E and use of sujamatic word recognizers, present-day technology offers
";,pouihnuz&d&m 3o adt beea to hav@ been fully exploited. The

i)mlihﬂitm vhich follov are presented both on their own account,
an.d as iliustrative exsmples. Por convenience and simplicity they

usume input from a six-channal magnetic tspe, such as that used in

an | data processing machine. The techniques are, however,

applicable to any digit input.
1. Utilization of the principle of the 'Dismond Ring Trenslator,'

a ptandard telephone exchenge campanent.

The general scheme iz indicated in Fig. 1. The charscters
are fed fram the tape into a ghift register. If the characters are
6-bit characters as indicated, ( bits mey be fed in similtanecusly.
Either 6 parallel shift registers may be used, or the bits may be
errangcl in serial form. When a new character is fed in, =ither
the G parellel shift registers each advance one position or, if
one serial register is used, the register advances six positians.

As outputs from the registers, there are availeble sane M pairs of
leads corresponding to the M total bits in all of thec characters
af the longest word whose presence can be recognized by the device.

For a given bit, an approximately constant voltage output ou the

TA II-1
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1 lsad with no voltage extput en tde 0 lesd indissthes O, viilo =
pproxinstely sonstet voltags eutput o the O lpad with ne ouxiput
voltags o the 1 lead indicstes 1.

The various bit leads are led % a plugboard which is
internally wired s0 as to recognize or respond to wvords of a givem
vocabulary. This plugboard will have P cutlet leads, vhere P iz the
largest number of words which can be recognized by meens of the plug-
board. Each output lead goes to a box marked cutput circuitry. Bignals
aon leads from this box indicete the presence of & word in the vocabulary
or in saue gub-group of the vocabulery.

Figure 2 indicstes one possible nsture of the plugboard,
viiich is very similar to the Dignond Ring Translator used in telephone
switerning. FEach pair of digit wires is threaded through a set of
pairs of magnetic cores, which are shown in cross sectiom in the
driwing. A pulse on & O lead will induce & regative voltage in any
vire threading the "C” core to which it is conmnected, and a pulse om
8 1 Yead will induce a negative voltage on any wire threading the "1"
core to which it is comnected.

Two wires sxre shown threading the cores. The wire labeled
CL30 so threads the caores thiat when the signal from the coift register
is 0100 reading from bottam to top, the OlO0 leed threeds no excited
cores end no voltage will be induced on it. We will remember that
the sbsence of & pulse on a lead indicates 1. Por any other threading

of all 4 cores, a wire would have a negative valtage induced on 1it.

TA IX-2
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A% e tiue &b shich the vltages smpplied Xy the shify
Fegister are ad their maxima, & small positive resding pulse is
spplied along the wvires threading the ecres by mesns of the reading
Milse pmerator PR. If & vire to vhich the pulse ia epplied
threads no active cores, this pulse will cmuse current to flow
through & suriss diode Dy and t0 an oufput lead OL. TFor instance,
1f the voltages from the shift register sigafy 0100, the output
pulse vill cause current to flow through diods Dy to output lead
OLl of Fig. 2.

Beceause transformers cen transmit ac only, positive voltages
in the vires threading the cares will fallowv the negative voltages
produced by puises from the shift register. These positive voltages
cannot produce ocutput at the ocutput leads OL because of parellel-
connected dlodes Dp. An output lead can go positive only when the
reading pulse u syplied to the perallel diode Dp, ag well as tn
the wire connected to the corresponding series diode.

Bonetinmes we may wvwish tc get an output corresponding to
8 short wvord. In this case we thread the wire through only same of
the sets of cores. For instance, in Pig. 2 wire X011 will give an
output vhen the ghift-register supplies signals corresponding to
either 1011 or 0011 to the plugboard.

Varioug output leads can be connected together to give
a combined cutput for a particular section of the vocabulary, or
all output leads can be connected together to give a response

vhen any word in the vocebulery is reed out of the shift register.

A II-3
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I¢ i3 pessfble et the cspasitences of the disdes drivea
mgative vill cause sa sppreciskle sigmal vhem mexy cuiput leads
are eomnecbed together. This cam Ve gparded against by replaciag
the seriss diodes by the eonfiguration of Pig. 3, retaining the
previcus parallel diodes, which are not shown in Figures 3 and k.

If wve replace the series diodes by the configurstiom of
Fig. & ve can avoid applying large negative voltages to the series
diodes.

It mey be desirable to make the output associated with
a given portion of the vocabulary availlable in binary coded form.
This can be done by threading an output wire through a series o?
cores, as shown in Fig. 5. Here an output pulse on wire W, pro-
duces pulses on leads corresponding to the nmumber 010, resding
upward, while a pulse through wire W, produces an output 110.

It is worth noting that a "word space” is a cheracter, so
that it will be possible, and may or may not be desirable, to define
a wvord as consisting of certsin specified characterc preceded,
or followed, or both proceeded and followed, by e vord space.

As the mbove scheme has been outlined, C-bit characters
night be read in every 1/15,000 second, that is, every €7 micro-
seconds. If parallel shift registers were used end the bits were
read in parallel, no operations would have to take plece more
frequently than this. In order to induce sufficient volteges in
the leads, vhich thread a given core but once, it would probebly

be desiraeble that the length of the pulses supplied from the ghift

™ IX-L
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sgisther b il dom ¢0 adoxt oo misyosesand. One might ulse
ayply the Julses frem the zaift register e, say, a LO0-tum primayy,
0 that 20 volts st & ecmparetivaly lov curremt epplisd %0 a core
by the shift register would produce 2 volts in a wire threading
the care.

We may note that to accoamodate 5000 S-mil vires, the
cores would heve to have openings with dismeters of around a half
an inch.

In order to make it easy to thread the cores, U-ghaped
sections could be mounted on ane support and threaded; then, the
magnetie circuite could be camlcted by bar-shaped sections mounted
on another support.

2. A cire-memc vy device.

Figure 6 shows another sort of word recognizer in which
cores are used not as transformers but as magnetic ator:ge devices.
Here there are two colurms of cores and the di{git pulses from the
shift register are currents to the cores; a current to a 0 lead
for a zero and to a l lead for & one. Curremts in the O lead set
cores in column 1 opposite from cores in calwmm 2, and currents in
the 1 lead set cores in the opposite sense frun currents in the O
lead. After the cores are set by a given set of digit currents
from the shift register, a realding valtage 1s spplied to wires
threading the cores. If one of the vires so threads the cores
that the reading voltage tries to set all the cores along its path

in the same sense in which the digit pulses have already set them,

™ II-5



then ma spprecisile crrunt vill flow 2t the low Lpedenss load
md = indicstiom of recognitisa will Be cbtained by mears of the
splifier A. If no wire is so thresadsd through the cores a=s %
terd to set them in the same direction in which they had deen set
by the digit pulses, then the resding pulss voltage will cause no
epprecishle current through any of the wires and no indicatlom of
mognitimvﬂlbeow.
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TECHIIOAL ADJUNC? IOX S by (3)-E.L. 86-36
ESTDAATE O TECENICAL STTUATION IN CEYPTANALYSIS

It is very difficult for a non-specislist in the cryptogrephie
field to proride = very peuctrating appruisal of the technical positian
of the fiald. However, it seems importnnt to sey samething in this

rogard, If anly to emphesize the fact that the central Aifficulties

Lo A oY ]

ere in fact technical anl intellectwl probleas of & high arder, and
that managerent and en.ghmcri;ﬁz dacisions wlich do not recognlec this

central faci e not 11)'.@;;,"/{;9 increuase ows actw.. proficiency in

sulviag CCrvrteastiicis, Wnile it is more purticuler-

" ioed than eclentific rescarch, hns much of the exacting character of
suc:. recearch, particularly as this ch-:acter 18 exhibited in research
in mathematics and theoretical puysics. It can be evaluated anly by
sinllur standords.

Cryptanslysis nae alwrys seen a very specialired art based
in part o & very nigh naturel vcousen in particular directions, and
1 pert ou very great experience. Befure World War II it involved
lersely dhe diligent study of the relevant small numbers of meessages,
such: as diplomatic mescages, known or suspected to be of importance.

Since then many things have happened. One is the fact
thiat cryptanslysis is nov in a sense "big business.” The CONINT

effort in the more or leas routine collection, transmission, and
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processing of imtercepted date is hugs. IV 1a clear What the
managuaent of such am eaterprise has very little move hdo vivh
besic advances in cryptenslytic tecimigues ¥han factory managamest
has to 4o with desis physical reseaxch. Asindmbdelscuhm in
this report, the two should be sepersted more -hu-plyﬂun they are
at present, and a specisl systems-analysis attack cnﬁ:o goals of
the routine producticn job should be morited. -nm,«"’/mum provide
faor more efficient discharge of the production mncticn and would
provide the Agency with a stronger position in dﬁaling vith its
customers. In addition, it would permit a better concentretion of
tie exlisting most expert tident or the baric problmc of ~rypt-
analysis, and would provide a better fcxmdatig;;:x for e plenning for
eystenatic advances in tie field.

Otier chunges In tie fieid have 5;§v’olved 2 grmers)l lncrease
in understanding of cryptanalysis and of p,i;act.ica.l wveys of breaking
into new ciphers, and the aevelopment of ;}‘;i{;h-speed camutera. It
is clear thet the high-spee? comuter Qf"ﬁrﬁpotentia.ll)- e very powarful
ally of the cryptanalyst. It permitc hi.m to undearta.e much more
Laboricus teaxs than he could do vy xa.nd and tc expiHre more subtle
frrets af problems of cryptanalysis than was previcusly praeible.

On the other hand, it a.ppee.rs thnt general sdivences 1n
the field in other directicns have’;""‘fammd the cryptographer us

against the cryptanalyst. In gxnam.l, the cryptennlyst rellies on

(for his victories. As this 1is

more gensrally undsrstood, the cryptographer is in a positiom to

TA III-2
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| mhin n.-bcr Moreover, present sipher mechines
m].u'galy mechanical. 'eir operations, however, sre of a sart

ﬁ:iehland themselves extremely well to the present electronic art.

It sbould not be difficult vith modern electronics to provide very

ccnpaat machines with significantly more camplex and flexihle

coding even than the present mechanical systems give.

Penel's opinion that the advantages will be

incnea.s‘i,pgly in favor of tre cryriographer as againgt the crypt-

enp)yst, :_ srite of the imtroduciion of camputer techniques. This

may mean tif:.; nochines & o Wil pecomc 80 sophisticated that we

can no lcmt,er Lope to bresal except on 8n

accidental aml irree,’ule.r basia e Panel's opinion in this matter

is discussed els‘e'.rhere in the report. 1t is clear, however, that,

without regard t«, onc 's actual prognoun, the etekes involved in

the ability to read "V"‘*gven occasionelly, ere suf-

ficient)y great to induce us to make a strond effort to maximize

our cametence in the field. Moreover, 1‘:.(“‘:‘4; oply by the most

intense effort toward the solution of current

that we can hops to keep into & pocition to resd|

as they, too, became more sophisticated.
The first element in such en effort is the establ ishmemt
and maintenance of a nucleus of tﬁe most skillful possible analysts.

It is important to notice that it is only the highest level of skill

TA 1XX-3
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hore had comis. Sivil Bwrvied egdiations, Wigriary emsidepations,
ote., shadld nst be allowed o stend fa the wy of develgping aad

conperving sush akills. One is lod %o think of & dalfberate om-
emntyutisa of the most skilled analysts ia the Agmey, ecmbined
with & close syprentice system, as a possihle mesns of developing
a larger body of aryptanalytic skill quickly.

The required skills smd sbility of s nev generation of
cryptanalysts may, however, be samevhat different from that of the
ald generetion. An accampanying sectian spesks of the shift from
low-ordsr message mand language structure to high-order structure
as part of the problem of reading difficult codes. This is, broadly
speaking, equivalent to a shift to a mare abstract and genersl point
of viev. Whereas the traditional cryptansalyst could rely eatirely
on & particular "bag of tricks,” the new expert must have more of
the generality and abstractness of the typical professiomal scientist.
He mmst, however, be just as sharp as the ald generution was, and
this 1z saying a great deal.

This evidently has scme implications for the kinds of
recruiting which the Agency should do. The Agency needs men of the
same general sort as the best it has recruited previously, dut they
may require sanevhat more formal scientific training. A particular
1lustration of the present situstion is furnished by the spparent
gap vhich exists in ESA between the traditional analysts and the
sk1lled programasr on modern camputing machines. HNew recruits
should, among other requirements, be men vho can bridge this gsp.
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fhe A Sattisted & poesising Fessswh Jregms ceversl
yoszs ags, sud 13 spesrs St Bis VAl yay tnsyessing Atvidends
fa the febare. 1he Fumal Melieves, hevever, that the researed
u-n-ton-pmwmmh-mi-h-ta-
MMmMmcmmwhlm of types
1ikaly %o be useful for the Agemay. mmznm
mmmuutosinwmhp;htothom
subtle aspects of the Agency's protlems. |

Yor exanple, the Agmmcy nprob-blymdeeply interestod
in basic cammmication theory and {n the /y,é;nplexitins of linguistic
structure and higli-order langage utstigf'¥icl than any other group
in the country. Tis 1s 8 field of gmat subtlety and challenge,
affording meny opportunities for open and rewvarding scientific
advances. However, NSA appears tohm no work going on in this
or releted inrmmtim-ﬂxemtin/,,*ﬁimtm.

The prohlem of recognitim is 2180 crucizl. The use of
visual displays as a poaliblg”/means of recognizing snd identifying
obscure logical structures 15 described in another section. There

is also a very important recognition problem involved in the

and other situations which seem particularly

pranising for exploitatiom.
Such very subtle questions deserve serious research over

a8 period of yesars by a mixed tema of mathematicisns and statisticians,

psychologists, and engineers. It would seem that the Agancy should

™ YII-5
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estudiish a shoung offort ia this £ia1d ifteelf. In adiitien, &
xight will syt such werk &t outeide tastitetions, fer example,
hasaciusetts Institats of Tochmaology or Narverd. -

Memy of the problems of cryptemalysis sre ia effect
msthemstics, and a redoubled efford in this area secms also to
be indicated. It is important, however, that ths mathsmatical
aspects be construed brosdly mod mafutain a sufficisnt Souch with
cryptanalysis itself. The presence of security barriers, such as
may exist for scme of the mmbers of part-tims advisory groups to
BESA such as SCANP, the strong traditioms of academic mathematics,
etc., probably temd to shift the attention of many mathematicisns
to problems which fall within the normal intellectual organization
of mathematics, but may have only peripheral or supporting interest
to cryptanslysis.

If the Agency's research department is properly arganized
and administered its interests will spen a broed and rewerding field
af scientific endeavor of the highest level, and yet it should be
perfectly clear that the core, purposs, and culmination of this
effort is nothing more or less than the advance of the theory and

practice of cryptanalysis.



KA SUPPORTED EESRARCH TN BOLID-STATR PEYAICS

The wark sponsored by the N3A in salid-state physics
may indeed be important academic research, but its relstion to
Agency needs ig by no msans up to the standards provided by thair
gponsored work in vhysics of the upper atmosphere and thearetical
physizs. This work appesrs to be an fllustration of a camon
regponse to the frustrations that must enter vhen puhlic support
of fundementzl rceearch is intended to directly support so narrov
a range of aprlfcotiocns ss NSA'c nceds provide. The scientific
spansors of such reseﬁrch recognicze the Aifficul ty, agsraveted by
securit;, cf obteining sall? contributions to the large explorotory
developuent program they are tryir: to support. In reaction, they
support glamorcus and widely acclemed subjects and profeassors.
The cutput fram such work secns & fust:inble object of public
expenditure, and 1s usually heiled as scientific prorress, although
it has almost no interactlon witl the RSA. Such eppears to be the
case, for examnle, 1z the carefully chosen support of work om cyclo-
tron rescnance in metals at the University of California {where,
interestingly enough, the discovery, attributed to HBA support,
of this 2ffect in tin followed its observation elsevhere in other
netals, like bigrmuth, by & year or more). A similar situatiom

spperently exists in support of the work at Harvard on the effects

A IV-1
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of yrvesure ea elsctven spia reseasmte. This vas noted as Langeishing
Secnmpe of the interest ot Narvard ia nev pin sesillater offects.

¥o uwikininess is meant vhen it is said that perhape ysefusears, $00,
realize that at presemt the linkage of this yeseerch with the yeal

interests of the supporting sgency is t00 remode to taks thelr fized
attention.

While ths total ammual cost of such work is less than half
a million dollars, it seems important to bring out the missed oppor-
tunity to get done besic work really relevant to the needs of NEA.
At the pame time, of course, azn alert besic development survey should
make it possible to take advantage of the huge volume of fundormental
physice of golids, and of other things, which is readily accessible

for NSA purhoses.
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Ahttarﬂmthnhu!ﬂmtuhs, 1951, M
mmwmm, mrmmmu

|MMMM&MW-

Joaxd of Causultants on Foreigsn Intelligence ktiv;tm, a8 ap-
proved by the Presidant and referred to the &cmary of Defense
eod the Director, Office of Defenge bbbnizationﬁ,‘g oo January 29,
1957,

Jxu & ponel wus forua. Ly the Scim Mvigory Canittee,
Cit:, end hes had a serilec ol ~ ~efinge by mpresanta:tim of UICIB,
feeladly the followingg CIAR, FI, [3A, m'rc, o, sState Doparte
mhaadt @l pLOeT STolps csasin OMTI cutmzt, such ag Netiopel

Lrxicoyoa Carter, Ratromal Toayd ol ;‘atimm, etc., and & USAPFSS

rros.. oo arsa of study es Lrvadoned tcr covaer the whole renge

of cazsau. zotiong iatelly; ence and aAiso RLIR!, as oocaed accessary

to &a5e38 i.oToughly the ' problam. About o5 detailed

A008LL WOXW. coupled Wity auerous mpolenetary studies. Cone
ference. auuy’ e sl asibers Jouscred obout 20, The Federal
prenc’es arc both friendl:- end cooperstive 4y providing sensitive
rmateria’.. soat of ths meetincs vere Jiih RBA experts, vhoee
wAllinsness 1o oeet the Penel's requests for highly specialized
{nfomeation ves matched by their dilipence in orgmiring end

coopactin: it.
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mmahum-m

M,m-u:mmdmm.
mm-&—,m m!-ul'-:“uﬁnm

issus of em had to be based om knowledge of
ﬂnobncoarpttmg information on coding machines and methods

Llso, the relation d:llctivity t0 commmicstions

intelligence more gensrally csme up reput@ly- Accaordingly, the
Panel has some speciasl findings o teehnicai‘»gct.ivitiu in this
field which may be available separately. :

The crucial position of field work (mterceptim and
processing) in both the cost and effectiveness of tﬁ“e\cauxr
program caused the Panal to seck more information om thu then
could be ressonsbly gained in Washington. BHence, at a lu:ltlhlo

time, which covered much of September 1957, Drs. Garwin and -

(b) (3)-50 USC 403
(b) (3)-P.L. 86-36

The Paneal functioned in areas of Govermment more sensi-
tive and restricted than mosgt scientific people believe can be
effectively studied. In this case, however, the cooperation and
disclosures of the relevant agencies wvere mostly superb. For
this, thenks ere given to the Department of Defense, in particular,
General G. B. Rrskine; the KS8A, in particular, Lisutenant General
J. A. Banford; and to the Central Intelligence Agency and the

Federel Buresau of Investigatiom.
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Nuch mere them perxiseion, howwver, is sesesssxy % give
e sstisfastory survey of complex ecmmmicaticns intelligmmoe
Sectnology. For the mamersus brisfings whish cbjestively dis-
played the ESA wark, Dr. A. Binkor (with the full cogaissnce of
Brigadier Generul W. N. Burgess), Nr. A. Levenson, Dr. 8. Kullbeck,
and their associates wvent 4o endless pains in capleteness and
clarity. They have. our gratitude also for hospitahle, but private,
places vhere the Panel conferred, and studied highly secret material.

Indeed, the Panel could hsve hendled such materinl, and
woried out its own findings, only with the constant, skillful, and
highly understanding support of the 0ffice of Security Servicas,
RNSA. Its essigmment of Mr. J. A. Groams, Mr. A. .. Matnigen, and
others to facilitate the whole project wus esscntial to its progress.

Perspectives extending over the wvhale scope o7 modern
kuerican ryptology end carrunicatians lavel lgence were exgp.:rtl]
and generously given the Panel Ly Lieutenant Genere’l Ralps Cinine

and Mr. Williem Friedman. (b) (3)-P.L. 86-3¢

‘end o%.ers of the l:ience

Advisory Boerd of RBA kindly briefed us o2 R.elr currcat
considerations.

Te Office of Defense MobilizaticL wes neadqQuarters,
with Mr. D. Z. Beckler, ol the Science Advisary Coamaittee, mal:iing

the vhale study cogent and operable. ¥We than: alm end



Y

Nr., Baveld lawrence also of the Russutive Offiee of the President

for devoted servise to our cause.
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A. Huffman
¥W. Milnor
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Selfridge
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7¢ beher, Chaimsn
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